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Σημείωση

• Στην παρουσίαση αυτή παρατίθενται παραπομπές σε 
συγκεκριμένες διαφάνειες της παρουσίασης 
PLH22_OSS5_2016.pdf που βρίσκεται στο study.eap.gr στο 
φάκελο Ομαδικές Συμβουλευτικές Συναντήσεις (ΟΣΣ)/ΟΣΣ5
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• Θέματα: OSI - TCP/IP layers, MAC protocols, TDMA, 
FDMA, Aloha/Slotted Aloha, Aloha Throughput, 
CSMA, CSMA/CD

• Δείτε τις παρακάτω διαφάνειες του 
PLH22_OSS5_2016.pdf:

7,8,20,25,26,33,34,35,41,42,43,44,46,47
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• Network with hosts, H1, H2, 
+several routers

• NET layer in H1 

• takes segments from transport 
layer , encapsulates each into a 
datagram (network-layer packet),  

• sends the datagrams to  nearby 
router, R1. 

• At H2, the NET layer

• receives datagrams from router 
R2, 

• extracts transport-layer 

segments,

• delivers the segments the 
transport layer at H2.

• Role of routers : forward datagrams
from input links to output links. 

• truncated protocol stack, no upper 
layers above the network layer

• routers mostly do not run 
application /transport-layer 
protocols
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Encapsulation- Ενθυλάκωση

7
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Ethernet Bus connection
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Terminator

Tee connector coaxial cable

Transmitted frames propagate 

on both directions

host

• When a frame enters a Tee connector
– a frame copy is forwarded towards each of 2 directions of the connector 

– As frames propagate towards the terminator they ‘leave’ a copy on each 
host adapter they ‘traverse’

• To cover long distances, repeaters/relays are used



“Traditional ” Ethernet

Interconnection over a long cable (a bus) using CSMA/CD.

“Hub” Ethernet

Hosts interconnected via a hub that works as a repeater for 

all transmitted packets

using CSMA/CD.

(More flexible design)

Ethernet Topologies

ΕΑΠ/ΠΛΗ22/ΑΘΗ.4/5η 
ΟΣΣ/23.04.2016/Ν.Δημητρίου



Ethernet hub connection

• Using hubs enables a more scalable topology 
interconnecting hosts at larger distances

• Limited by collision domains that increase as hosts/tiers 
increase 
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LAN segment

hub hub
hub

backbone hub

Multi-tier design

one tier
Twisted pair 
cables



Multiple Access Links and Protocols
• Problem: multiple sending and receiving nodes to a shared 

broadcast channel

• At any time only one node can use the channel
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Channel Partitioning Protocols
• TDM

• Each user allocated a timeslot in a frame

• FDM
• Each user is assigned a frequency channel
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Random Access Protocols

• A transmitting node always transmits at the full 
rate of the channel, R bps. 

• When there is a collision, each node involved in the 
collision repeatedly retransmits its frame until its 
frame gets through without a collision.

• When a node experiences a collision, it doesn’t 
necessarily retransmit the frame right away. 
• Waits a random delay before retransmitting the frame. 

• Each node involved in a collision chooses 
independent random delays. 
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Basic assumptions

• All frames consist of exactly L bits.

• Time is divided into slots of size L/R seconds (that 
is, a slot equals the time to transmit one frame).
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Aloha motivation
• Designed in Univ.Hawaii in the early 1970s (by N.Abramson,). 

• Conditions:  no working telephone system infrastructure

• Problem: how to connect users on remote islands to the main computer in Honolulu. 
• Laying underwater cables under the Pacific Ocean not an option…

• Solution: employ used short-range radios, with each user terminal sharing the same 
upstream frequency to send frames to the central computer. 

• Basic idea: let users transmit whenever they have data to be sent OVER THE SAME UPLINK 
FREQUENCY CHANNEL. 

• In case of muliple uplink transmissions - > collisions, colliding frames will be damaged. 

• Senders need some way to find out if this is the case. 

• In the ALOHA system, after each station has sent its frame to the central computer, this 
computer rebroadcasts the frame to all of the stations using the separate downlink 
frequency channel . 

• A sending station can thus listen for the broadcast from the hub to see if its frame has gotten 
through. 

• If frame destroyed, sender just waits a random amount of time and sends it again. 

• Systems in which multiple users share a common channel in a way that can lead to conflicts 
are known as contention systems. ΕΑΠ/ΠΛΗ22/ΑΘΗ.4/5η ΟΣΣ/23.04.2016/Ν.Δημητρίου 16



pure ALOHA

• Suppose this frame begins transmission at time t0. 

• To avoid collisions, no other nodes can begin their transmission 
in the interval of time [t0 – 1, t0] AND [t0, t0+1]

• That means that all other nodes should be silent for 2 intervals
ΕΑΠ/ΠΛΗ22/ΑΘΗ.4/5η 
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• To avoid collisions, no other nodes can begin their 
transmission in ONE timeslot duration

• That means that all other nodes should be silent for 
1 timeslot (not 2 as shown in pure aloha)

slotted ALOHA



Carrier Sense Multiple Access
• In both slotted and pure ALOHA, a node’s decision to 

transmit is made independently of the activity of the 
other nodes attached to the broadcast channel. 

• A node neither 
• pays attention to whether another node happens to be 

transmitting when it begins to transmit, 

• nor stops transmitting if another node begins to interfere 
with its transmission.

• CSMA addresses the first issue 

• CSMA/CD addresses the second issue 

ΕΑΠ/ΠΛΗ22/ΑΘΗ.4/5η 
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How do collisions happen in CSMA?

• No Collision 
detection assumed 
here 

• A nonzero amount 
of time is needed 
the transmitted bits 
to propagate (albeit 
at near the speed 
of light) along the 
broadcast medium

ΕΑΠ/ΠΛΗ22/ΑΘΗ.4/5η 
ΟΣΣ/23.04.2016/Ν.Δημητρίου

20

stations

Common bus/channel

B
’s

 t
ra

n
sm

is
si

o
n

D
’s

 t
ra

n
sm

is
si

o
n

P
R

O
P

(B
)

P
R

O
P

(C
)



ΕΑΠ/ΠΛΗ22/ΑΘΗ.4/5η 
ΟΣΣ/23.04.2016/Ν.Δημητρίου

21

How do collisions happen in CSMA/CD?

• Collision detection 
assumed here 

• the two
nodes each abort their 
transmission a short 
time after detecting a 
collision. 
• adding collision 
detection helps protocol 
performance
by not transmitting a 
useless, damaged frames
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Χειρότερη περίπτωση: Ο C ταυτίζεται με το Β (είναι στη μέγιστη δυνατή απόσταση από τον Α)
TRANSP≥2PROPMAX (μέγιστος χρόνος διάδοσης ενός bit end-end)

A Bκοινός δίαυλος C

μέγιστο μήκος

Έναρξη μετάδοσης 
A->C
(Ο Α μεταδίδει & 
παρακολουθεί το 
κανάλι)

TRANSPA

TRANSPB

Δίαυλος 
αδρανής

Δίαυλος 
αδρανής

Έναρξη μετάδοσης 
Β->C (Ο Β μεταδίδει & 
παρακολουθεί το κανάλι)

PROPBC

PROPCA=PROPAC

PROPAC

PROPCB=PROPBC

σύγκρουση
Ο Α 
αντιλαμβάνεται 
τη σύγκρουση

Ο Β 
αντιλαμβάνεται 
τη σύγκρουση

Για να μπορέσει ο αποστολέας να αντιληφθεί τη σύγκρουση (ενώ μεταδίδει το πλαίσιο)
θα πρέπει TRANSP ≥ 2 PROP

Συνθήκη ανίχνευσης συγκρούσεων 
στο CSMA/CD

22
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Αποδοτικότητα 
CSMA/CD



Ethernet Frame Structure
• Layer 1

• 64-bit preamble: receiver synchronization, sequence of 
alternating 0s and 1s. Source and destination hosts 
identified with a 48-bit address. 

• Layer 2
• Each frame contains up to 1500 bytes of data. 

• Minimally, a frame must contain at least 46 bytes of data, 

• frame must be long enough to detect a collision 

• each frame includes a 32-bit CRC. 
• 14-byte header / two 6-byte addresses and a 2-byte type field. 

ΕΑΠ/ΠΛΗ22/ΑΘΗ.4/5η 
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bits

6 bytes 6 bytes 2 bytes 4 bytes46 bytes
MACPHY
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• Θέματα: LAN topologies, 
Bus/relay/hub/switch/bridge

• Δείτε τις παρακάτω διαφάνειες του 
PLH22_OSS5_2016.pdf :

57,58,73,79,85,86,87,90,91
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Bridges: traffic isolation

• Bridge installation breaks LAN into LAN segments

• bridges filter packets:

• same-LAN-segment frames not usually forwarded onto 
other LAN segments

• segments become separate collision  domains

bridge
collision 
domain

collision 
domain

= hub

= host

LAN (IP network)

LAN segment LAN segment

28
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Forwarding

How do determine to which LAN segment to 
forward frame?
• Looks like a routing problem...

29
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next hop
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next hop
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Switched Ethernet
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•Star Connection

•No CSMA CD (No packet 

collisions

•Hosts send whenever they 

have available frames

•Store-and-Forward Switches
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A C

B

D

1

2

3

4

1. Μετάδοση A-D
2. Ο Α αποστέλλει ένα πακέτο με 

τη MAC address του D
3. O πίνακας του switch είναι 

άδειος οπότε το πακέτο 
αποστέλλεται σε όλες τις θύρες 
Πλην της εισόδου (2,3,4)

4. Οι B,C απορρίπτουν το πακέτο.
5. Το switch ενημερώνει τον 

πίνακά του (A,1)
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A C

B

D

1

2

3

4

1. Μετάδοση D-A
2. Ο D αποστέλλει ένα πακέτο με 

τη MAC address του Α
3. Ο πίνακας του switch table έχει 

την εγγραφή (A,1) οπότε το 
πακέτο αποστέλλεται ΜΟΝΟ 
στη θύρα 1 και το σταθμό Α. 

4. Το switch ενημερώνει τον 
πίνακά του (D,4)
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Μετάδοση C - A

Bridge B1 Bridge B2

C 1 C 2 discarded
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Μετάδοση F - E

Bridge B1 Bridge B2

C 1 C 2

F 1 F 3
discarded
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Μετάδοση E - F

Ο πίνακας της B2 έχει μια εγγραφή για το
Σταθμό F . Το πακέτο αποστέλλεται 
Μόνο στη θύρα 3 της Β2 και καταλήγει 
Στον παραλήπτη σταθμό F.
Η Β2 προσθέτει και την εγγραφή (Ε,1)

Bridge B1 Bridge B2

C 1 C 2

F 1 F 3

Ε 1



• Θέματα: MAC/IP Addressing, Subnets, Subnet 
Mask, Network/host addresses

• Δείτε τις παρακάτω διαφάνειες του 
PLH22_OSS5_2016.pdf :

135,147,148
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addresses…
• Each device interface has 2 address types:

• MAC address (a.k.a. LAN/link layer/physical address)
• Analogy:  a person’s ID/passport number

• Flat address, to be used everywhere

• IP  address
• Analogy: a person’s contact telephone number

• Hierarchical address, depends on the subnet to which the device 
connects

42
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MAC address

• For most LANs (Ethernet and WiFi) MAC address is 
6 bytes long, giving 248 possible addresses. 

• 6-byte addresses typically expressed in 
hexadecimal notation
• each byte of the address expressed as a pair of 

hexadecimal numbers.

• no two adapters have the same address
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Uniqueness of MAC addresses

• IEEE manages the MAC address space. 

• When a company wants to manufacture adapters, 
purchases a ‘chunk’ of the address space consisting of 
224 addresses for a nominal fee. 

• IEEE allocates the chunk of 224 addresses by fixing the 
first 24 bits of a MAC address and letting the company 
create unique combinations of the last 24 bits for 
each adapter.
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IPv4 Addressing
• Each IP address is 32 bits long (equivalently, 4 bytes), there are thus a 

total of 232 possible IP addresses. 

• By approximating 210 by 103 ~ about 4 billion possible IP addresses

• These addresses are typically written in dotted-decimal notation

• each byte of the address is written in its decimal form and is 
separated by a period (dot) from other bytes in the address.

• E.g. the IP address 193.32.216.9. 

• 193 is the decimal equivalent of the first 8 bits of the address

• 32 is the decimal equivalent of the second 8 bits of the address 
etc.

• The address 193.32.216.9 in binary notation is

11000001 00100000 11011000 00001001
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Σημείωση: Η 1η διεύθυνση που μπορεί να δοθεί σε υπολογιστή είναι η 202.60.208.1 και 
η τελευταία είναι η 202.60.223.254

49
ΕΑΠ/ΠΛΗ22/ΑΘΗ.4/5η 

ΟΣΣ/23.04.2016/Ν.Δημητρίου



50
ΕΑΠ/ΠΛΗ22/ΑΘΗ.4/5η 

ΟΣΣ/23.04.2016/Ν.Δημητρίου



• Θέματα: routers, packet routing/forwarding

• Δείτε τις παρακάτω διαφάνειες του 
PLH22_OSS5_2016.pdf :

115,121,124
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Παράδειγμα longest prefix match: Όταν ταιριάζουν με το υποδίκτυο προορισμού
περισσότερες της μιας καταχωρίσεις σε έναν πίνακα δρομολόγησης 
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• Θέματα: IP Datagram, MTU, Fragmentation

• Δείτε τις παρακάτω διαφάνειες του 
PLH22_OSS5_2016.pdf :

117-119, 128,129
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IPv4 Datagram format
ΕΑΠ/ΠΛΗ22/ΑΘΗ.4/5η 

ΟΣΣ/23.04.2016/Ν.Δημητρίου

72

4

8

12

16

20

Byte 
(octet)



IP header Checksum
• Check sum: Χρησιμοποιείται για την ανίχνευση λαθών 

στην επικεφαλίδα του IP datagram 
• (χρησιμοποιείται και σε άλλους τύπους πακέτων/πλαισίων 

σε άλλα OSI επίπεδα )

• Αποστολέας: Υπολογίζει το checksum και το προσθέτει 
στο σχετικό πεδίο της επικεφαλίδας.

• Παραλήπτης: 
• Υπολογίζει εκ νέου το checksum και το συγκρίνει με την τιμή 

που υπάρχει στο σχετικό πεδίο

• (Ισοδύναμα) Αθροίζει όλα τα πεδία της επικεφαλίδας (και το 
checksum field) και ελέγχει αν το αποτέλεσμα είναι 0.

73
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Checksum of IP header

• Το IP header checksum λαμβάνει υπόψη μόνο τα Bytes της 
επικεφαλίδας. Το τμήμα δεδομένων (που ουσιαστικά 
περιλαμβάνει ένα TCP ή UDP segment έχει ξεχωριστό –
ανεξάρτητο- μηχανισμό υπολογισμού checksum (στο επίπεδο 
μεταφοράς )

74
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4500 003c 1c46 4000 4006 b1e6 ac10 0a63 ac10 0a0c

4500 003c

1c46 4000

4006 b1e6

ac10 0a63

ac10 0a0c

Κάθε δεκαεξαδικό ψηφίο αντιστοιχεί σε ένα 4-μπιτο δυαδικό αριθμό
π.χ. source IP address a c.1 0.0 a.6 3=
1010 1100.0001 0000.0000 1010.0110 0011=172.16.10.99

Παράδειγμα: Έστω η ληφθείσα IP header
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Ανάλυση IP header (για το παράδειγμα)

• Η προηγούμενη επικεφαλίδα (hexadecimal)

4500 003c 1c46 4000 4006 b1e6 ac10 0a63 ac10 0a0c

• ’45′:

• ’4′ -> IP version, ’5′ ->header length. Μέγεθος header 5×4=20 bytes.

• ’00′ : type of service / normal operation.

• ’003c’ : Συνολικό μήκος IP datagram. 

• Στην περίπτωση του παραδείγματος είναι 60 bytes 

(0 0 3 c =0 x 164+0 x 163+3 x 161+c x 160=48+12=60)

• ’1c46′ : identification field.

• ’4000′ αντιστοιχεί σε 2 bytes (16 bits) για τη διαδικασία fragmentation. 

• 3 bits για flags και 13 bits για fragment offset.

• ’4006′:

• ’40′ -> TTL field, ’06′ -> protocol field of the IP header (06->TCP).

• ‘b1e6′ : checksum υπολογισμένο από τον αποστολέα

• ‘ac100a63′ : IP address αποστολέα

• ’ac100a0c’ : IP address παραλήπτη. ΕΑΠ/ΠΛΗ22/ΑΘΗ.4/5η 
ΟΣΣ/23.04.2016/Ν.Δημητρίου
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IP header checksum -παράδειγμα
Βήμα 1ο

• Δημιουργία γραμμών που αποτελούνται από 4 16δικά ψηφία (‘μισή’
γραμμή του IP header-2 δυαδικά bytes)

• Μετατροπή hex -> binary (κάθε 16δικό ψηφίο μετατρέπεται στον 
αντίστοιχο 4-μπιτο δυαδικό) 

ΕΑΠ/ΠΛΗ22/ΑΘΗ.4/5η 
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Το checksum πεδίο τίθεται ίσο με 0



0 1 0 0 0 1 0 1 0 0 0 0 0 0 0 0  

0 0 0 0 0 0 0 0 0 0 1 1 1 1 0 0 

0 0 0 1 1 1 0 0 0 1 0 0 0 1 1 0 

0 1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 

0 1 0 0 0 0 0 0 0 0 0 0 0 1 1 0 

0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 

1 0 1 0 1 1 0 0 0 0 0 1 0 0 0 0 

0 0 0 0 1 0 1 0 0 1 1 0 0 0 1 1 

1 0 1 0 1 1 0 0 0 0 0 1 0 0 0 0 

0 0 0 0 1 0 1 0 0 0 0 0 1 1 0 0
78

11

1

1

1
1

1
1

0

1
1

1

1
1

0

1
1

0

1111
1

1
1

1
1

1
1

1
1

0011

1

100111 0

Άθροιση όλων των γραμμών 
με κρατούμενα

Βήμα 2ο

Τελικά 
κρατούμενα

Ενδιάμεσο 
αποτέλεσμα
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111010000111001

1

0

1

1001100001110010

111

Άθροιση των τελικών κρατουμένων στο αποτέλεσμα

Τελικό αποτέλεσμα

Συμπλήρωμα ως προς 1 του τελικού αποτελέσματος

0110011110001101 checksum

6e1b

b1e6

Σύγκριση με το checksum που 
είχε προσθέσει ο αποστολέας 
στο σχετικό πεδίο.
Είναι ίσα, άρα στο header δεν 
ανιχνεύεται σφάλμα

Βήμα 3ο

Ενδιάμεσο 
αποτέλεσμα προηγούμενης 

διαφάνειας

Τελικά 
Κρατούμενα
προηγούμενης 
διαφάνειας

Μετατροπή σε δεκαεξαδικό



Encapsulation of TCP 
Segment in IP Datagram
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20 IP header bits

20 TCP
header 
bits

IP Datagram

TCP Segment

Application Layer 
Message



IP Fragmentation 

81
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Fragmentation Example
• A datagram of 4,000 bytes (20 bytes of IP header plus 3,980 bytes of IP 

payload) arrives at a router and must be forwarded to a link with an MTU of 
1,500 bytes. 

• The 3,980 data bytes in the original datagram must be allocated to three 
separate fragments

• Suppose that the original datagram is stamped with an identification 
number of 777. 

• The amount of original payload data in all but the last fragment is a 
multiple of 8 bytes, and the offset value is specified in units of 8-byte 
chunks.
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• Θέματα: ARP description, ARP examples

• Δείτε τις παρακάτω διαφάνειες του 
PLH22_OSS5_2016.pdf :

155,156,157,159,160
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Address Resolution Protocol (ARP)

• Both types of addresses:
• network-layer addresses (for example, Internet IP addresses)
• link-layer addresses (that is, MAC addresses), there is a need 

to translate

• ARP resolves an IP address to a MAC address

• it

• Analogous to DNS, which resolves host names to IP 
addresses. 

• However DNS resolves host names for hosts anywhere 
in the Internet, whereas ARP resolves IP addresses only 
for hosts and router interfaces on the same subnet.
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How it works

• Each host and router has an ARP table in its 
memory:
• contains mappings of IP addresses to MAC addresses.

• also contains a time-to-live (TTL) value, which indicates 
when each mapping will be deleted from the table. 

• typical expiration time for an entry: 20 minutes
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ARP protocol operation
• Suppose host wants to send a datagram that is IP addressed to 

another host or router on that subnet. 

• The sending host needs to obtain the MAC address of the 
destination given the IP address. 

• If the sender’s ARP table has an entry for the destination node, 
OK. 

• If the ARP table doesn’t currently have an entry for the 
destination the sender uses the ARP protocol to resolve the 
address: 

1. The sender constructs a special ARP query packet.  
 This packet includes sender IP and MAC addresses, IP address of the 

destination node and a broadcast MAC address FF-FF-FF-FF-FF-FF.
2. All nodes in the subnet receive the ARP query packet and check 

their ARP tables. 
3. If a match is found, an ARP reply packet with the requested MAC 

address is sent back to the sender to update its own ARP table  
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ARP protocol operation (II)
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host 111.111.111.111 wants to send an IP datagram to a host 222.222.222.222.

 What MAC address should the adapter use? 
 If it uses directly 49-BD-D2-C7-56-2A, 

 none of the adapters on Subnet 1 would pass the IP datagram up to its network 
layer, (the frame’s destination MAC address would not match the MAC address of any 
adapter on Subnet 1).

 Solution: the appropriate MAC address for the frame is the address of the adapter for 
router interface 111.111.111.110, namely, E6-E9-00-17-BB-4B (obtained via ARP).
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• Μετάδοση H1 - R1 (αλλάζουν μόνο οι MAC 
διευθύνσεις)
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Host/Router IP address MAC address

H1 143.132.0.1 001

Interface 1 of R1 143.132.90.2 002

Interface 2 of R1 198.90.56.1 00002

Interface 1 of R2 198.90.56.2 00004

Interface 2 of R2 202.78.23.1 03

Interface 1 of R3 202.78.23.2 05

Interface 2 of R3 190.34.0.1 0004

H2 190.34.0.2 0005



• Μετάδοση R1 - R2

ΕΑΠ/ΠΛΗ22/ΑΘΗ.4/5η 
ΟΣΣ/23.04.2016/Ν.Δημητρίου

95

Host/Router IP address MAC address

H1 143.132.0.1 001

Interface 1 of R1 143.132.90.2 002

Interface 2 of R1 198.90.56.1 00002

Interface 1 of R2 198.90.56.2 00004

Interface 2 of R2 202.78.23.1 03

Interface 1 of R3 202.78.23.2 05

Interface 2 of R3 190.34.0.1 0004

H2 190.34.0.2 0005



• Μετάδοση R2 - R3
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Host/Router IP address MAC address

H1 143.132.0.1 001

Interface 1 of R1 143.132.90.2 002

Interface 2 of R1 198.90.56.1 00002

Interface 1 of R2 198.90.56.2 00004

Interface 2 of R2 202.78.23.1 03

Interface 1 of R3 202.78.23.2 05

Interface 2 of R3 190.34.0.1 0004

H2 190.34.0.2 0005



• Μετάδοση R3 - H2
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Host/Router IP address MAC address

H1 143.132.0.1 001

Interface 1 of R1 143.132.90.2 002

Interface 2 of R1 198.90.56.1 00002

Interface 1 of R2 198.90.56.2 00004

Interface 2 of R2 202.78.23.1 03

Interface 1 of R3 202.78.23.2 05

Interface 2 of R3 190.34.0.1 0004

H2 190.34.0.2 0005



Συνδυαστική Άσκηση
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ΕΑΠ/ΠΛΗ22/ΑΘΗ.4/5η 
ΟΣΣ/23.04.2016/Ν.Δημητρίου

100


