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Network with hosts, H1, H2,
+several routers

NET layer in H1

* takes segments from transport
layer , encapsulates each into a
datagram (network-layer packet),

* sends the datagrams to nearby
router, R1.
At H2, the NET layer

* receives datagrams from router
R2,

» extracts transport-layer

End system H1

Application

segments,

Transport

Network

Data link

* delivers the segments the
transport layer at H2.

Physical

Role of routers : forward datagra
from input links to output links.

truncated protocol stack, no upper
layers above the network layer

routers mostly do not run
application /transport-layer
protocols

— National or
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Mobile Network
B
=
P Network
= Data link
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Encapsulation- EvBuAakwon

Frame
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Datagram H, H;
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Ethernet Bus connection

-‘ Terminator

Tee connector coaxial cable

* When a frame enters a Tee connector
— aframe copy is forwarded towards each of 2 directions of the connector

— As frames propagate towards the terminator they ‘leave’ a copy on each
host adapter they ‘traverse’

* To cover long distances, repeaters/relays are used

Repeater

Cable Segment | /Cable Segment Il

O 0O 0

EAM/MAH22/AGH.4/5n Computer X  Computer Y Computer Z
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Ethernet Topologies

“Traditional ” Ethernet
Interconnection over a long cable (a bus) using CSMA/CD.

Repeater

Cable Segment | /Cable Segment Il

I\\Tsl I'ATEI I\'ITEI 3

i

Computer X Computer ¥

i

Computer Z

“Hub” Ethernet

Hosts interconnected via a hub that works as a repeater for
all transmitted packets

using CSMA/CD.

(More flexible design)




Ethernet hub connection

—
7

/ Multi-tier design N
i _ ~—3 backbone hub E
| Or:/e tier Twisted pair |
| — |
' LAN segment cables |
| |
| |
| |
: El hub &sFhub E&Q :
| = _ |
I ->I4- T |
' ~4- — ~y- ] _!i 1
\\\ 4 4 =5 7 7 -.I‘- ///

N — _

* Using hubs enables a more scalable topology
interconnecting hosts at larger distances

* Limited by collision domains that increase as hosts/tiers
Increase

EAN/NAH22/AGH.4/5n
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Multiple Access Links and Protocols

* Problem: multiple sending and receiving nodes to a shared
broadcast channel

* At any time only one node can use the channel

u
u ==
u
Satellit Cocktail party
C P plah. Blah o
Fed 9
EAN/NAH22/AGH.4/5n 12
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Channel Partitioning Protocols

* TDM
e Each user allocated a timeslot in a frame
TDM
112 (34,12 |3 4
Key:
5 All slots Iat_}eled "2 are_dedicgted
. FDM to a specific sender-receiver pair.
e Each user is assigned a frequency channel
FDM
4KHZ—[
- =~ ELink

4KHZ—[




Random Access Protocols

* A transmitting node always transmits at the full
rate of the channel, R bps.

* When there is a collision, each node involved in the
collision repeatedly retransmits its frame until its
frame gets through without a collision.

* When a node experiences a collision, it doesn’t
necessarily retransmit the frame right away.

* Waits a random delay before retransmitting the frame.

* Each node involved in a collision chooses
independent random delays.



Basic assumptions

* All frames consist of exactly L bits.

* Time is divided into slots of size L/R seconds (that
is, a slot equals the time to transmit one frame).



Aloha motivation

Designed in Univ.Hawaii in the early 1970s (by N.Abramson,).
Conditions: no working telephone system infrastructure

Problem: how to connect users on remote islands to the main computer in Honolulu.
* lLaying underwater cables under the Pacific Ocean not an option...

Solution: employ used short-range radios, with each user terminal sharing the same
upstream frequency to send frames to the central computer.

Basic idea: let users transmit whenever they have data to be sent OVER THE SAME UPLINK
FREQUENCY CHANNEL.

In case of muliple uplink transmissions - > collisions, colliding frames will be damaged.
Senders need some way to find out if this is the case.

In the ALOHA system, after each station has sent its frame to the central computer, this
computer rebroadcasts the frame to all of the stations using the separate downlink
frequency channel .

A sending station can thus listen for the broadcast from the hub to see if its frame has gotten
through.

If frame destroyed, sender just waits a random amount of time and sends it again.

Systems in which multiple users share a common channel in a way that can lead to conflicts
are known as contention systems.



opure ALOHA

Will overlap Will overlap
with start of with end of
i's frame i's frame

Node i frame

Time
to -1 tﬂ to + 1

* Suppose this frame begins transmission at time t,.

* To avoid collisions, no other nodes can begin their transmission
in the interval of time [t,— 1, t;] AND [t,, t,+1]

e That means that all other nodes should be silent for 2 intervals

EAN/NAH22/AGH.4/5n
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slotted ALO

Node 1 1
Node 2 2
Node 3 -
| c | E
Key:

C = Collision slot
E = Empty slot
5 = Successful slot

HA

| Time

* To avoid collisions, no other nodes can begin their
transmission in ONE timeslot duration

e That means that all other nodes should be silent for
1 timeslot (not 2 as shown in pure aloha)

EAN/NAH22/AGH.4/5n
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Carrier Sense Multiple Access

* In both slotted and pure ALOHA, a node’s decision to
transmit is made independently of the activity of the
other nodes attached to the broadcast channel.

A node neither

* pays attention to whether another node happens to be
transmitting when it begins to transmit,

* nor stops transmitting if another node begins to interfere
with its transmission.

e CSMA addresses the first issue
* CSMA/CD addresses the second issue



How do collisions happen in CSMA?

* No Collision
detection assumed
here

* A honzero amount
of time is needed
the transmitted bits
to propagate (albeit
at near the speed
of light) along the
broadcast medium

PROP(B)

PROP(C)

Space

stations

B’s transmission

Time

Common bus/channel

Q)
N
C

D’s transmission

Time



How do collisions happen in CSMA/CD?

Space stations

A B C D
| | | |

Common bus/channel

e Collision detection

assumed here _ S
L 7

* thetwo & [ S E
nodes each abort their & 7 =
transmission a short g T "
time after detecting a e | =
collision. 9 = P\
* adding collision o
detection helps protocol -
performance
by not transmitting a ooion
useless, damaged frames time

Time Time
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Ethernet Frame Structure
* Layer 1

* 64-bit preamble: receiver synchronization, sequence of
alternating Os and 1s. Source and destination hosts
identified with a 48-bit address.

* Layer 2

e Each frame contains up to 1500 bytes of data.
* Minimally, a frame must contain at least 46 bytes of data,
* frame must be long enough to detect a collision

e each frame includes a 32-bit CRC.
* 14-byte header / two 6-byte addresses and a 2-byte type field.

__________________________________________________________________________

PHY MAC |
6 bytes 6bytes 2bytes 46bytes 4 bytes,
64 48 48 16 32 bits

L

EAN/NAH22/AGH.4/5n
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e Ocpata: LAN topologies,
Bus/relay/hub/switch/bridge

* Agite TIC mMapakatw OLAPAVELEC TOU
PLH22 0SS5 2016.pdf :

57,58,73,79,85,86,87,90,91
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Bridges: traffic isolation

* Bridge installation breaks LAN into LAN segments

* bridges filter packets:

* same-LAN-segment frames not usually forwarded onto
other LAN segments

* segments become separate collision domains

] = hub
domain ® = host

collision

collision

bridge

domain

<— LAN segmen’r — «— LAN segmenT —

« LAN (IP network) >



Forwarding

bridge
2
10BaseT 10BaseT 10BaseT

Electrical Computer Systems
Engineering Science Engineering

How do determine to which LAN segment to
forward frame?
- Looks like a routing problem...

EAN/MAH22/AGH.4/5n
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Switched Ethernet

eStar Connection

*No CSMA CD (No packet - B o
collisions Connect
F!m:_het ;D pt:er
P WItChS
Hosts send whenever they — Siieh -

have available frames

Store-and-Forward Switches



OEMA 1 rgs/1314

X1oyoc Tijc dexnyog civar iy eCoixeiwaon ue ti¢ teyvorovies Ethernet kar TCP/IP

MeBodosioyio Acknans: Oo TPEmer VO, LUEAETIOETE TIC ADUEVES EVOEIKTIKES Q.OKIJGEIS OYETIKG, LIE
Hub, Bridge, Switching ko1 IP Forwarding, ARP

1. No Beopnoete éva Ethernet LAN switch oto omoio gival cuvoedeiévol téccepic hosts: A,
B. C, D. O1 xoufot ypnoiomotovy my tomoioyia star yia 1) dracvvoeon tov hosts A, B. C,
D. O Host A eivol cuvoedeévog oto interface 1 tov petaywyéa, o host B oto interface 2, o
host C oto interface 3 kot o host D oto interface 4. No Bewmprjcete 011 0 TIVOKOC HETUYMYG
TOL Hetoymyen eivarl doetog. To kdbe évo amd TO TUPUKAT® YEYOVOTU VO O&1EETE MO
OVOVEDVETUL O TIVUKOE 0VTOS KOl VO ava@épeTat Ta interfaces omov ta mAaic1o netadidovTal.

. O A otelvet éva frame 6to D

. O D ateivel eva frame ctov A

MeBoooroyia: Qo mpsmer vo UsieTIjoeTe Ta Ouata 2, 4 am TIC ADUEVES O.OKIGEIC GTHYV
evotyto Hub, Bridge, Switching

EAN/NAH22/AGH.4/5n

033/23.04.2016/N.Anpntpiou 34




. Metadoon A-D

. O A amtooTEAAEL EVal TIALKETO UE
tn MAC address tou D

. O mtivakac tou switch eivat
AOELOC OTIOTE TO TIOLKETO
AtOOTEAAETOL O€ OAEC TIC BUpEC
MAnv tng eloodou (2,3,4)

. OL B,C amoppintouv To TAKETO.
. To switch evnuepwvel tov
niivaka tou (A,1)



. Metadoon D-A

. O D amooTteAAEL EVa TTOKETO PIE
tn MAC address tou A

. O mtivakoc tou switch table €xet
v eyypadn (A,1) omote 1o
NakETO amootéAAetat MONO
otn Bupa 1 kat to otabuo A.

. To switch evnuepwvel tov
niivoka tov (D,4)



OEMA 1 re4/1314

L1oyoc TS dokyaNs sivar n eloikeiwaon e Ti¢ teyvoroyies Ethernet kor TCP/IP

MebBodoioyio Ackncns: Oo Tpémet Vo UE/ETNOETE TIC ADUEVES EVOSIKTIKES O.OKNGEIS GYETIKO. UE
Hub, Bridge, Switching ko1 IP Forwarding, ARP

3. No Bewpr)oete 10 OIKTLO TOL TOPUKAT® CYNUOTOS. AV BempGeTE OTL OEV LIAPYOLV
EYYPUPES, VO avaPEPETE TOC Ba TpomomomBovv o1 eyypanéc otic yépupeg Bl, B2, otav
YIVOLV 01 TOPAKATO LETUOOGELS

e (Cotélvelrotov A
e ForéhvertotovE
* EotéhverotovF

oll-1 EAN/MAH22/AGH.4/5n
033/23.04.2016/N.Anpntpiou
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Metadoon C - A

Bridge B1 Bridge B2

C 1 C 2 X - discarded

EAN/NAH22/AGH.4/5n

033/23.04.2016/N.Anpntpiou 38



Metadoon F - E

Bridge B1 Bridge B2
C 1 C 2 :
- 1 - 3 X - discarded

EAN/NAH22/AGH.4/5n

033/23.04.2016/N.Anpntpiou 39



Metadoon E - F

Bridge B1 Bridge B2
C 1 C 2
F 1 F A 3
E \ 1
[
[ &
D

O mivakag tng B2 £xel pLa eyypadn yla 1o
2T0OuO F . To maKkETo amooTEANETOL
Movo otn BUpa 3 Tn¢g B2 kal kataAnyet
2tov mapoAnmtn otabuo F.

H B2 npooBétel kat tnv eyypadn (E,1)

EAN/NAH22/AGH.4/5n
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e O¢patoa: MAC/IP Addressing, Subnets, Subnet
Mask, Network/host addresses

e Aeite TIC MapakATw OLadAVELEC TOU
PLH22 0SS5 2016.pdf :

135,147,148



addresses...

* Each device interface has 2 address types:
 MAC address (a.k.a. LAN/link layer/physical address)

* Analogy: a person’s ID/passport number
* Flat address, to be used everywhere

oul NIC
o1:123': |45 :- G- B )
B - ae

01011010

 |P address

* Analogy: a person’s contact telephone number

* Hierarchical address, depends on the subnet to which the device
connects An IPv4 address (dotted-decimal notation)

172 . 16 .254 . 1
A 4 A 4 \ 4 4

10101100.00010000.11111110.00000001

IDr‘:e byte =Eight bits

I
EAMN/NAH22/AGH.4/5n Thirty-two bits (4 x 8), or 4 bytes
033/23.04.2016/N.Anuntpiou



MAC address

* For most LANs (Ethernet and WiFi) MAC address is
6 bytes long, giving 243 possible addresses.

* 6-byte addresses typically expressed in
hexadecimal notation

e each byte of the address expressed as a pair of
hexadecimal numbers.

* no two adapters have the same address



Uniqueness of MAC addresses

* [IEEE manages the MAC address space.

 When a company wants to manufacture adapters,
purchases a ‘chunk’ of the address space consisting of
2?4 addresses for a nominal fee.

* |EEE allocates the chunk of 224 addresses by fixing the
first 24 bits of a MAC address and letting the company
create unique combinations of the last 24 bits for
each adapter.



IPv4 Addressing

Each IP address is 32 bits long (equivalently, 4 bytes), there are thus a
total of 232 possible IP addresses.

By approximating 21° by 103 ~ about 4 billion possible IP addresses

These addresses are typically written in dotted-decimal notation
* each byte of the address is written in its decimal form and is
separated by a period (dot) from other bytes in the address.
E.g. the IP address 193.32.216.9.
* 193 is the decimal equivalent of the first 8 bits of the address

* 32 is the decimal equivalent of the second 8 bits of the address
etc.

* The address 193.32.216.9 in binary notation is
11000001 00100000 11011000 00001001



ddressi
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L] L

0= 515“3 0 7266 0255 02255

ETE|E b\&s}-@

W Thost |

,,‘(b EMWO o’v\oo v eéh
Tov Sulonet W\usL ('L' bits  ofo oL 6T EPS

955,25 0. 995, 0
Mu Mdﬂ{ﬁ,ooooco@o

o host Bpiguta pe TN bonBaa

pes Tt g&%;o&\}

X
TIRLELY Sk
TP Mref;% /Q“*

EAN/MAH22/AGH.4/5n
033/23.04.2016/N.Anpntpiou

46




OEMA 4 | TE4/1314

X1oyoc TC daxyang eivar i efoikeimwan UE TIC EVVOIES TV DTOOIKTDMY

MeBodoioyio Acknans: Qo mpémer vo. UELETNGETE TIC ADUEVES EVOEIKTIKES GOKIGEIS GYETIKES
e IP Forwarding, Addressing, ARP

‘Evog vmorloyiomg €xetl T1¢ e€1)¢ TUPUUETPOVE GTO TPMOTOKOAAD IP:

AtevBoven IP : 202.60.215.150

Madoko vrodiktoov : 255.255.240.0

1. Moto sival To peEyLoTo MARBOC UTOAOYLOTWY TIou TtepAapBavel n network address tou
SKTUOU OTO oTtolo AVNKEL;

2. MNota ivatl n mpwtn dtevBuvaon host number Tou diktuou oTo omolo avrKeL Kat tola n
TeAevutaia SievBuvon host number tou SiktUou 1 SlevBuvon yla AMOoToAN
broadcasting pnvupdatwy;

3. [Mouoc sival 0 avéwv aplBuoc urtodoyloth (host number) oto dekadikd cuoTnUA;

EAN/MAH22/AGH.4/5n
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(@)

H paoxo vrodiktvov : 255.255.240.0ce dvadkn) pop@r) eivat:
2552552240 = 11111111.11111111.11110000.00000000

dpa Ta TerevTaio 12 dvadkd ymeio ¥p1GILOTOI0VVTOL Y1¢ TOV UplBLo TOV LITOAOYIGTN
(host number 1} subnet number kot host number) opiovtac 2'°=4.096 cuvdvacpove. To
lEYieTo mANB0oC vmoroyictoOv eival 4.096-2=4.094 ag@ov o1 OlevBiveelc ne aplBuo
voroyiot) 0 avogepetal 6to oiktvo «this network» xat 4.095ypncwonoteital yio
broadcasting povnudTov Kot 6gv HTopovv va. ¥pnciiomron)bovy yia IP vroioyio).

EAN/NAH22/AGH.4/5n
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(B) H mpot devbuvvon host number tov owktvov TpokLTETEL av BEcovue To bits Tov
ap18ov vroioyioty oAa 0 (Aoyiko AND avaueco oty IP kot atnv nacka).

IP : 202.60.215.150 = 11001010.00111100.11010111.10010110
AND
Macko VTOOTKTLOD IT1111IL. I1ITI1IT1I1.11110000.00000000

npaTn o1evbvven host number  11001010.00111100.11010000.00000000
Apa 1 Cnrovpevn o1evBuven vrodiktvov givat: 202.60.208.0

H teievtoio oevbuven host number tov dwktvov mpoxvatel ov Begovpe to bits Tov
ap1Bov vroioyiot oAa 1. (Aoyiko OR avapeca oty IP kot 6tV ovactpogn [LOCKa)
ONAWON

IP : 202.60.215.150 = 11001010.00111100.11010111.10010110
OR

AvacTpoen HAGKU LTOO. 00000000.00000000.00001111.11111111

otevbuvaorn broadcast 11001010.00111100.11011111.11111111

Apa 1 (ntovpuevn tedevtaia 01evBvvon host number tov diktvoUL eivor: 202.60.223.255

Inueiwon: H 1" dtevBuvon nou pmopel va 606l og urtoAoylotn eivat n 202.60.208.1 kat
n teAevtala eivatl n 202.60.223.254

EAN/MAH22/AGH.4/5n 49
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(v)

O o ovéov apBuog vroroyiot) (host number) mpoxvmter av oty IP dievbuvon
Becovupe ta bifs Tov O1KTVLOV KUl TOL LTOOIKTLOV ica pe 0 (Loyiko AND avaueco otV
IP ko1 GtV avacTpo@n) HOGKO), ONAcON

IP : 202.60.215.150 = 11001010.00111100.11010111.10010110
AND

AvacTpoen HAGKU LTOO. 00000000.00000000.00001111.11111111

Ap1Boc vroioyio 00000000.00000000.00000111.10010110

Apa 0 ap1Bog vroroyiot) etvor o 11110010110 =1942

EAN/NAH22/AGH.4/5n
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* O¢uata: routers, packet routing/forwarding

* Aeite TIC MapaKkATw OLAPAVELEC TOU
PLH22 OSS5 2016.pdf :

115,121,124



RouvTek . ®~ © . pnediKoa

|

ra . s a—’ 1‘ 6'0“x§6
> (i £, 6@0” TNV ' 1 s}
o u & 3 P

{
N oweﬂOﬁ |
9 - ©&0pas 6 & Tlhvane gpﬁboqraxnsni

(subnel) | P Address e
Sey  exXa ‘:‘;eu Qeqwmr')(j

S\ uoBovens TP oop! op 0L
cubvet mask

TVaKaS
> Tou

Tiverad cv\ bga%o( sl \nNS

) : £ AN
o otpxopEveR T ccagror
v Ac\\c\\’ee’%
< upNET-MASK o rooter ?ort

o1 IMATION SUBHET

EAMN/MAH22/AGH.4/5n

. 2
033/23.04.2016/N.Anpntpiou >



T P Address 1P Address
G
M ASK lnVerted MASK
S U BNET P Number
By, <O %u\::\ne\: &&ew\ﬁ)
o I Network et | hostgell : (
Sbnek —  LINetwork B! o

[N A é;«--'broo,éc:.a's\' o Adress

TP addres® SO E, Ll D

o 5
4 oS - W AND a%h =

EAN/NAH22/AGH.4/5n

. 53
033/23.04.2016/N.Anpntpiou



RooT ER tables C)d’rpu\' Tort Destination S&l::\sf

IP p&C\Fd, 7\ g:g')m(;:\.&tb
Wﬁ&*’\'ﬁ(&‘\‘\@ﬁ '?
L/--:; AN LSUBNET S |
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1. No GzmpioeTe Vo SpoLOAOYNTI] 0 OTOI0C £YEL TOV u&:mxmpnuévac, TIC TOPUKATE EVYPUE LEC

Subnet Number Next Hop
128.96.39.0/25 Interface 0
128 96.39.128/25 Interface 1
12897.09/16 R2
193.96.39.0/25 R3

Na Ppeite to next hop, av Beswpijoete 0T o router AcuPaver IP muxkéto yw kabe o and Tig
nepittooel; (No S1Ka1oAoy1|GETE TV UNAVINGT) CUo)

a) 128.96.39.132

B) 193.96.39.34

Qo mpemel va yivel 1 Aoy mpalin AND petalo g IP dwevbovonc ko ¢ Subnet Mask. Av n IP
otevbuvon tapralel pe wamow amd T records (pe Pacn to “longest prefix matching™), 1o
avtiototyo interface Bo emieyel.

a) 128. 96. 39 132=> 128. 96. 39 10000100
255.255.255.128=> 255.255.255. 10000000 (Maoxa /25)

128. 96. 39. 128=> vmdpyel GTNV GEVTEPT) YPULLL)
To emopevo hop Ba etvar mpoc 1o Interface 1

EAN/MAH22/AGH.4/5n
033/23.04.2016/N.Anpntpiou
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Subnet Number Next Hop
128.96.39.0/25 Interface 0
128.96.39.128/25 Interface 1
128.97.0.9/16 R2
193.96.39.0/25 R3

B) Kavovpe 1 Aoy mpaln AND mc 193963934 pe mv  Maoka /25
193. 96. 39. 34=> 193, 96. 39. 00100100
255. 255255, 128=> 255.255.255. 10000000

193, 96. 39. 0=> vmdpyel GTNV TETUAPTI] Y POLLLL)
To emopevo hop Ba eivan mpoc 1o R3

EAN/MAH22/AGH.4/5n
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Noapadeypa longest prefix match: Otav taplalouv pe 1o UMTOSIKTUO TPOOPLOLLOU
TIEPLOOOTEPEC TNG LLAG KATAXWPLOELC o€ €vav mivaka SpopoAdynong

For example, consider this IPv4 forwarding table (CIDR notation is used):

192.168.28.16/28
192.168.98.8/16

When the address 182.168.28.19 needs to be looked up, both entries in the forwarding table "match”. That is, both entries contain the looked up address. In this
case, the longest prefix of the candidate routes is 192.168.28.16/28, since its subnet mask (/28) is longer than the other entry's mask (/16), making the route more
specific.

Forwarding tables often contain a default route, which has the shortest possible prefix match, to fall back on in case matches with all other entries fail.

EAN/NAH22/AGH.4/5n
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Identifying and Host ID

i s i s i s i
rd =F M 50 rd = rd 50 rd =F s 50 M = rd 50
¥ o P el 00 B o] ¥ o My owl G0 B O om] ¥ o Py el G0 B o] ¥ o [ i il

Class A 0300 3000 .« 00X XXX . XK XNNXX . XXX XAXX
CLASS & NETWOREKE ID CLASS A HOST ID

Class B 10 300 . 3000 300N o MMXX XXXX . XXXX XXXX
CLASS B NETWORE ID CLASS B HOST ID

Class C 1103 3x30¢ . 3000 XX . MY MMNXNX . XXX NXXX

CLASS C NETWORK ID CLASS C HOST ID

1110 3000 o MO MMM « XN MMM . XXMM MXMXMX
NMETWORK ID

Reserved Experimental |

Class E 1111 030X . 300K 00X .« 30000 X000 .« XXX XXX
CLASS E METWOREK ID

Here yvou see each Class's Network and Host ID portion. Notice that
there are only few Class A neftworks ( Network ID), but many Host ID's,
where as a Class C has alot more Networks and fewer Host ID's.




Analysis of a Class A Network

] 7]
o P AD R R

L - w0 o W N om w0 M ow W N

E-—;r'-.lu:
Lo i
Class A 0xxx xxxx . MK . XK HXANK .« XAAXK XANX
|

i #

24 Available bits
for Host ID

#

16,777,216 Hosts

24

Class A networks use for the | . whereas the Host ID
uses 24 Bits. The more Bits used, the greater the number.
This is why Class A networks can have so many Hosts,
and therefor are large networks.




Analysis of a Class C Network

Lo -

MMM X MXK
|

21 Available bits 8 Available bits
for Network ID for Host ID
(Bit 8 to 6 is always "110")

| .

256 Hosts

Class C networks use for the and 8 Bits
for the Host ID. This is why Class C networks have a
farge number of networks but with only 256 hosts
per network




A Class C network with its default subnet mask

Host B Host C
IF: 192 . 168.0.10 IPF: 192 158,00

=\ =\

SERVER

Router A

Routar P 192.168.0.60

IP: 192.168.0.1

Host & Host [
IP: 192.168.0.40 IF: 192.168.0.50

NETWORK
192.168.0.0 (Class C)
Subnet mask 255.255.255.0

Inm the above network, we have configured all hosts with the
default Class C subnet mask of 255.255.255.0. This means that all
computers are part of the same logical network: 192.168.0.0




Changing the default Subnet mask

Host B Host L
IF: 192.168.0.10 IF: 192.168.0. 20

PE=\ =\

SERVER
IF: 192 152,040

P=\

Ho=t & Hast
IP: 193 is8. 040 IP: 102 18, 0,50

NETWORK No.2

By changing the default subnet mask to 255.255.255.224 our
has been partitioned into smaller logical networks.
For simplicity reasons, I am only showing 2 of these smaller networks.

EAN/MAH22/AGH.4/5n
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Class C Classful IP Address

IP Acddress : 192 . 168 . 0 . 5
Subnet mask : 255 255 . 255 . 0

Conversion to Binary

ia] ia]
T M Ak iD - e - e
B o=l 3 N w B0 M oel 3 PN el v G0 [ e a T e w B0 el 33T PN o

IP Address : 0 0000. 1010 1000 . 0000 0000 : 0000 0101
Subnet mask :1111 1111 .1111 1111 .1111 1111, 0000 0000

Host ID

This Class C network uses for the
and 8 Bits
for the Host ID. The Subnet mask is what splits the Network ID
and Host ID. This particular subet mask is 24 Bits long
{consisis of 24 one's (1) counting from left side)




The Analysis Df Our Example - Part 2

r-.:r-. sl
= 2 Lo - |

IP Address :_’“ Dﬂﬂﬂﬂ 1010 1000 . 0000 ﬂﬂﬂﬂiﬂﬂﬂﬂ'lﬂlﬂﬂ
Subnet mask : 1111 1111.1111 13111 .1111 111 #111 0 0000

This part of the IP Address and This is the section we focus. From
Subnet mask we take as is. In here we will get all the info we are
Decimal this part gives us: after ! Since I've colour coded the
192 . 168.0 : 3 subnet Bits, we won't need the
255 . 255 . 255 . subnet mask anymore to help us
. determine which bits are borrowed.
= & ™ i0

O e e

0000 1010 Determining the

Hosts per Subnet

000 (0 Decimal) 00001 (1 Decimal) to 1 1110 (30 Decimal)
001 (32 Decimal) 00001 (1 Decimal) to 1 1110 (30 Decimal)
010 (64 Decimal) 00001 (1 Decimal) to 1 1110 (30 Decimal)
011 (96 Decimal) 00001 (1 Decimal) to 1 1110 (30 Decimal)
100 (128 Decimal) 00001 (1 Decimal) to 1 1110 (30 Decimal)
101 (160 Decimal) 00001 (1 Decimal) to 1 1110 (30 Decimal)
110 (192 decimal) 00001 (1 Decimal) to 1 1110 (30 Decimal)
111 (224 Decimal) 00001 (1 Decimal) to 1 1110 (30 Decimal )

NOTE: O 0000 (First IP in each subnet) 1s reserved as the
for the Subnet .
11111 (Last IP in each subnet) 1s reserved as the Broadcast Address
for that Subnet




The Analysis Of Our Example - Part 3

o] o]
i B rd W D
wd RO P el 30 WM o wl RO M e B0 W N o

Q000 0000 (0 Decimal) 0001 1111 (31 Decimal)

Full Range of the First Network: 192.168.0.0 - 192.168.0.31

o]
e |
w0

00

r+ w0
L w0 P el 3D T P

0
0 D000 (32 Decimal) 0011 1111 (63 Decimal)

d
Full Range of the Second Network: 192.168.0.32 - 192.168.0.63

i~
oy |
1

) o Ao
=

RN w0 e 3D TN e

0
i
0100 0000 {64 Decimal) 0101 1111 (95 Decimal)

_-—-—.____-* _4_
Full Range of the Third Network: 192.168.0.64 - 192.168.0.95

10 0000 (96 Decimal) 11 (127 Decimal)

*
Full Range of the Fourth Network: 192.168.0.96 - 192.168.0.127




i 7]
A= AL -l T
il T R el OO N M owe] vl T PR el @) N el

1000 0000 (128 Decimal) 1001 1111 (159 Decimal)

_-'---._____+ L
Full Range of the Fifth Network: 192.168.0.128 - 192.168.0.159

V] i a]
M A -l T
il Q0 A e D O ol wil 0 P el 33 O oml

1010 0000 (160 Decimal) 1011 1111 (191 Decimal)

T ¥
Full Range of the Sixth Network: 192.168.0.160 - 192.168.0.191

7] 5]
= ™AL N = ™AL
vl TR w33 W O el il T TR el OO O o]

1100 0000 (192 Decimal) 1101 1111 (223 Decimal)

— *
Full Range of the Seventh Network: 192.168.0.192 - 192.168.0.223

4] 4]
M % i = ™D
el Q0 S e O T Py e vl 0 el 30 O om]

1110 0000 (224 Decimal) 1111 1111 (255 Decimal)

—
Full Range of the Eighth Network: 192.168.0.224 - 192.168.0.255

You should remember that the First IP Address of each Subnet is the
for that Subnet, and the Last IP Address is the
Broadcast Address for that Subnet.




‘Evag vmohoyiomg £xet Ti¢ €€N¢ TUPAIETPOVS GTO TPOTOKOALO IP:

AevBuvon IP 92.213.193.53
Macka vrooiktoov | 255.255.252.0
[Tpoemiieypévn moAn | 92.213.193.35

a) ITowo eival To PéEY1I6TO TANBOC VTOAOYIGTMOV OV TEPIAULPAVEL TO VTTOOIKTVO GTO OO0 GVI|KEL O TUPUTAVED
VITOAOYIGTING: (5 Hovdoeg)

B) Iow etvar 1) TpdTH 61€VOVVGT TOL VITOATKTVOL (1] 01EVLOVVGT) VITOAKTVOV) Kl Told 1) TEAEVLTUiN dievBuven
TOL LIOAIKTVOVL (1] drevBuvon evpeiag ekmoumg - broadcast); (5 uovddeg)

Y) AVO TOKETO TO OWOLO. OTOCTEAAOVIOL MO TOV TMUPUTAVE OTOONO LE O18VOVVGEIC TPOOPIGLLOD
02.213.196.171 wor 92.213.194.171 60 mopadoBodv evtog 1) EKTOC TOV DTOOIKTVOL GTO OMOI0 OVNKEL O
OMOGTOAENS, AITIOAOYEIGTE TNV OAVINGT GOg. (5+5=10 povddeg)

EAN/NAH22/AGH.4/5n
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a) H paoka vrodiktoov : 255.255.252.0 oe dvadiki) popen) eivat:
255.255.252.0 = 11111111.11111111.11111100.00000000

apa ta terevtoio 10 dvadikd ynoeia ypnouLoroovvTal Yo Tov aptdud tov vroloyotl] opilovrag 21°=1.024
cuvovocove. To péyioto mAnboc vmoioyiwotov sivar 1.024-2=1.022 aepov o1 devbovesic e opOpo
vroloyieti) 0 (d1evBvven vrodikTvov) kot 1.023 (dievbuven broadcast) dev pmopovv va yprncorombovv yia
IP voloyiom).

EAN/NAH22/AGH.4/5n
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B) H mpd d1evbuven 1ov vmodiktvow (1] 61e08vvaeT LITOSIKTVOL) TPOKLITTEL AV BEGovE T bits TOV ap1O)LoT
vroAoyloti) OAa 0 (Aoyiko AND avdapecsa oty IP Kot ot packa).

IP : 92.213.193.53 = 01011100.11010101.11000001.00110101

Mdoka vrodiktoov =2 11111111.11111111.11111100.00000000

AND

AevBvvon vrodiktvov =2 01011100.11010101.11000000.00000000=> (92.213.192.0)
Apa 1 {ntovpuevn televtaia dievbuven Tov vrodiktvov (1) dievbuven broadcast) eivar: 92.213.195.255
01011100.11010101.11000011.11111111

EAN/NAH22/AGH.4/5n
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v) I'a va Bpet 0 vrohoyiotic av i IP d1e00vvor) mpoopicod avijKel 6To 1010 LITOJIKTLO 1] 0L, Ba Tpémel va
damotdoel av ta bits ¢ d1kng Tov IP d1eH0vvon g TOL AVTIGTOLYOVY TN LACKM TOL DTOJIKTVOL GTO 0010
AVIKEL 0 VTOAOYIGTIG, TavTiCovTal Le Ta avTioTtorya bits tng IP d1evbvveng mpoopioon. Aniadn).

IP (mpoop) : 92.213.196.171 =  01011100.11010101.11000100.10101011

IP (vmoA):  92.213.19353 - 01011100.11010101.11000001.00110101

2552552520 = 11111111.11111111.11111100.00000000

Eivor gavepo o011 o1 dvo IP drevbuvoelg dapépovy e Kamowo amo ta mpota 22 bits (mov eivar 1) g ndoxac,
KOl GUYKEKPILEVO GTO EVOEKUTO 0o 0e&id bit. Apa 1) 0106VVGT) TPOOPIGLLOL OEV PPICKETUL TO 1010 DTOGIKTLO.
To IP maxéto mpémel va oTaAel GTOV OpolLoAoYNTY] (TPOETIAEYLEVT) TTOAT)) TTOV GLVOEEL TOV VITOAOYIGTI) |LE TO
dtadikTvo, dpa 1 d1evBvVeN ToL EMOLLEVOL dALATOC eivar 1 92.213.193.35.

Opoiomg kot yio v IP dievbuven mpoopiopon 92.213.194.171
IP (mpoop) : 92.213.194.171 = 01011100.11010101.11000010.10101011
IP (vmoA): 92.213.19353 = 01011100.11010101.11000001.00110101
2552552520 = 11111111.11111111.11111100.00000000
Eivar @avepd ot1 01 dvo IP dievbBoveelg dev dla@Epovy o KAMO0 amo To mpota 22 bits (mov eivor 1) tng
ndokac. Apa 1 61e00vven Tpoopiciov Ppioketal To 1610 vIodikTvo 10 92.213.192.0. To IP makéto Ou cToiet
néow MAC amevbeiag otov vmoloyiot e IP d1evBuvon) avti) Tov Tpoopisov oniadn 92.213.194.171.

EAN/NAH22/AGH.4/5n
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e Ocpata: IP Datagram, MTU, Fragmentation

* Aeite TIC MapaKkATw OLAPAVELEC TOU
PLH22 OSS5 2016.pdf :

117-119, 128,129
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32 Flts Byte
| |(octet)
Version ezl Type of service Datagram length (bytes) 4
length
16-bit Identifier Flags 13-bit Fragmentation offset 8
: : Upper-layer
Time-to-live protocol Header checksum 12
32-bit Source IP address 16
32-bit Destination IP address 20

Options (if any)

Data

72



IP header Checksum

* Check sum: XpnoLpomoteital yia tnv avixvevon AaBwv
otnv eniikedpaAida tou IP datagram

* (xpnoluomoleital Kot o€ AAAOUC TUTIOUC TIAKETWV/TIAOULOLWV
oc aAAa OSI emntimeda )

» AntootoAeac: YrioAoyilel to checksum kot to mpooBeTel
OTO OXETIKO TteOLO TNC ETLKEDOALOOC.

* MapaAnmTnc:
* YrtoAoyileL ek veéou to checksum kot To cuykplveL pe TNV TN
TTOU UTTAPXEL OTO OXETIKO Tedio

* (loobuvapa) ABpoileL oAa ta edia TNG emikedpaAidac (kat to
checksum field) kat eA€yyel av to amoteleopa eival 0.



Checksum of IP header

0 4 8 16 19 31
Version er't" |Service Type Total Length
|dentification Flags Fragment Offset
TTL Protocol = Header Checksum!

__________________________________

Source IP Addr
Destination |IP Addr

Options Padding

* To IP header checksum )\augava urtoyn povo ta Bytes tng
eTuKePaAidag. To TUApA 6ESOUEVWY (TTOU OUCLAOTIKAL
nepthapPavel eva TCP 1 UDP segment xeL Eexwploto —
AVeEAPTNTO- HNXAVLOUO uTtohoyLlopoL checksum (oto eminedo
HET(ICI)OPGQ ) EAM/MAH22/AGH.4/5n _
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Napadewypa: Eotw n AndOeioa IP header
4500 003c 1c46 4000 4006 ble6 aclO0 0a63 aclO 0OaOc

D
0 4 8 16 19 31

KaBe dekaeledko Pnodio aviiotolyel og eva 4-pmnito dSuadiko aplBuo
1t.X. source IP address a c.1 0.0 a.6 3=
1010 1100.0001 0000.0000 1010.01100011=172.16.10.99

EAM/NAH22/AOH.4/5n
023/23.04.2016/N.Anuntpiou
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AvaAuon IP header (yia to mapadeyua)

* H mponyoupuevn enikepaiida (hexadecimal)
4500 003c 1c46 4000 4006 ble6 aclO0 0a63 aclO 0aOc
» ‘45"
* 4" ->|P version, ’5' ->header length. MéyeBog header 5x4=20 bytes.
* '00' : type of service / normal operation.

* ’'003c’ : 2uvoAwko unkog IP datagram.

e Ytnv nepintwon tou napadeiyparog eival 60 bytes
(003 c=0x16%0 x 163+3 x 161+c x 16°=48+12=60)

* '1c46’ : identification field.

e ‘4000’ avtiotolxei o 2 bytes (16 bits) yiwa tn dtadikacia fragmentation.
e 3 bits yia flags kat 13 bits yia fragment offset.

* ‘4006
e 40’ -> TTL field, ‘06’ -> protocol field of the IP header (06->TCP).
* ‘bleb’: checksum utOAOYLOMEVO QO TOV AMOCTOAEQ

* ‘acl100a63’ : IP address amooTtoA£a

* ’ac100a0c’ : IP address mapaAnqrmen.



IP header checksum -mtapadewypua

BAiuna lo

e Anuloupyia ypappwy mou amotelovvtatl ano 4 1656wka yndla (‘pnion’
ypopun tou IP header-2 duadika bytes)

* Metatponn hex -> binary (kaBe 1681k6 Pndio petatpeneTal 0TOV
avtiotolxo 4-urto Suadiko)

4568 -> 01008101000a0006
PB3Cc -> 0OPPEPPRER111166
1cde -> Peellloveleeelle
4000 -> 0100000000000000
4006 -> @lee0epeeerealle
eee -> PBEORERBBOEEBABE To checksum medio tiBetal ico pe 0
acle -> 1010l1leeeerl000e
Pa63 -> eeeeleleelleenll
acle -> 1elelleeeeplene
Baec -> 000lelovoeallee



BAina 20 ABpoLon OAWV TWV YPOLULUWV
,1/ LLE KPOTOUEVA

A;XIX XYY xx

oyooo;o;oooooooog
0000000000%¥2200
000 ¥ ¥¥000¥000% )0
0400000000000000
0100000000000 X0
0000000000000000 S
10x0¥x00000%0000
e ueva 0000Z0¥00¥¥00011.
1020£10000010000  Evbidmeoo

: . QTOTEAECHA
000010100000%100 "
1101001110000101115
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BAapa 30
ABpoLon Twv TEALKWV KPATOULEVWVY OTO QTMOTEAECUA

EvSLapeco 1’ TeAkd

OLTLOTEAEGLOL TTPONYOUEVNG Kpatoupeva

ditadaveiac 1 ,1/ ,1/ ,1/ TLPONYOUMEVNG
dwadaveiag

0100111000010 71

0100111000011001 ¢ TeAhko anotéAecpa

ZUMITANPpWHA WG TtPOC 1 Tou TEALKOU AMOTEAECHATOC

O
1011000111100110 = checksum
b 1 e 6 ¢m Metatponi o Sekaefadikod

o 4 8 16 19 31
Version }eader service Type Total Length 2Uykplon pe to checksum mou
Identification {F'l?'g_s'_'l:_rg_g'rr_u'eff Offset b]. e 6 £ L'XE ﬂpOGI?IS'GEL O OUTOGTOAéO(C

TTL Protocol | ; Header Checksum_; OTO OXeTLKO riedio.

Source IP Addr Eivat ioa, apa oto header bev

Destination IP Addr OlVLXVEUETOZL O'(pO'{AuO{

Options Padding



Encapsulation of TCP
Segment in IP Datagram

32 bits
|

Header

Version length

16-bit Identifier

Time-to-live

Type of service Datagram length (bytes)

Flags 13-bit Fragmentation offset

Upper-layer

protocol Header checksum

32-bit Source IP address

32-bit Destination IP address

Options (if any)

Data

IP Datagram

EAN/NAH22/AGH.4/5n

20 IP header bits

—

TCP Segment
32 bits
|
Source port # Dest port #
Sequence number
% 20 TCP
Acknowledgment number -
Lo Unused g 5 & E E = Receive window header
length Sga ke bItS
Internet checksum Urgent data pointer
Options
Data
ﬁpplication Layer
Message
80
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IP Fragmentation

Fragmentation:
In: one large datagram (4,000 bytes)
Out: 3 smaller datagrams

Reassembly:
In: 3 smaller datagrams
Out: one large datagram (4,000 bytes)

EAM/MAH22/A0H.4/5n
053/23.04.2016/N.Anuntpiou
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Fragmentation Example

* A datagram of 4,000 bytes (20 bytes of IP header plus 3,980 bytes of IP
|i)a5yol%at<)zl) arrives at a router and must be forwarded to a link with an MTU of
, ytes.

 The 3,980 data bytes in the original datagram must be allocated to three
separate fragments

e Suppose that the original datagram is stamped with an identification
number of 777.

* The amount of original payload data in all but the last fragment is a
rrr\]ultili)le of 8 bytes, and the offset value is specified in units of 8-byte
chunks.

Fragment Bytes D Offset Flog
Istfragment 1,480 byfes in identification = 777 offset = 0 (meaning the dato flig = 1 (meaning
the data field of should be inserted beginning there is more)
the IP datagram at byte 0)
Ind frogment 1,480 bytes idenfificotion = 777 offset = 185 (meaning the data flag = 1 (meaning
of data should be inserfed beginning af byte  there is more)
1,480. Note that 185 - 8 = 1,480)
3rd fragment 1,020 bytes identificaion = 777 offset = 370 (meaning the data flag = 0 (meaning this
(= 3,980-1,480~1,480) should be inserted beginning af byte s the lost fragment)
of dafa 2,960. Note that 370 - 8 = 2,960)

EAN/NAH22/AGH.4/5n

. 2
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32 bits
I

Version ll_lee:;tir Type of service Datagram length (bytes)
16-bit Identifier Flags 13-bit Fragmentation offset
Time-to-live UE?;::?&” Headey Checksum
32-bit Source IP addre
EAM/MAH22/ABH.4/5n 32-bit Destination IP add
033/23.04.2016/N.Anuntpiov
Options (if any)
Data
Fragment Bytes D Offset Flog
Istfragment 1,480 bytes in identificafion = 777 offset = 0 (meaning the dato flag = 1 (meaning
the data field of should be inserfed beginning there is more)
the IP datogram at byte 0)
2nd frogment 1,480 bytes identification = 777 offset = 185 (meaning the data flag = 1 (meaning
of dato should be inserted beginning ot byte  there is more)
1,480. Note that 185 - 8 = 1,480)
3rd fragment 1,020 bytes identificafion = 777 offset = 370 (meaning the data flag = 0 (meaning this
(= 3,980-1,480-1,480) should be inserfed beginning o byte s the lust fragment)

of dato 2,960. Note that 370 - 8 = 2,960) 83
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4,000 bye‘«s (2280 doudot + R0 bgi% \ﬁﬁa«\@r)

Dt exgrom
MTU = 00 utes
4000 > MTU -
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e Ocpata: ARP description, ARP examples
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Address Resolution Protocol (ARP)

* Both types of addresses:

* network-layer addresses (for example, Internet IP addresses)

* link-layer addresses (that is, MAC addresses), there is a need
to translate

 ARP resolves an IP address to a MAC address
* it

* Analogous to DNS, which resolves host names to IP
addresses.

* However DNS resolves host names for hosts anywhere
in the Internet, whereas ARP resolves IP addresses only
for hosts and router interfaces on the same subnet.



How it works

* Each host and router has an ARP table in its
memory:
e contains mappings of IP addresses to MAC addresses.

 also contains a time-to-live (TTL) value, which indicates
when each mapping will be deleted from the table.

* typical expiration time for an entry: 20 minutes

IP Address MAC Address TTL

222.222.272.771 88-82-2F-54-1A0F 13:45:00
222.222.222.773 5C-66-AB-90-75-B1 13:52:00




ARP protocol operation

e Suppose host wants to send a datagram that is IP addressed to
another host or router on that subnet.

* The sending host needs to obtain the MAC address of the
destination given the IP address.

. IC];IEhe sender’s ARP table has an entry for the destination node,

 If the ARP table doesn’t currently have an entry for the
dgatination the sender uses the ARP protocol to resolve the
address:

1. The sender constructs a special ARP query packet.

= This packet includes sender IP and MAC addresses, IP address of the
destination node and a broadcast MAC address FF-FF-FF-FF-FF-FF.

2. All nodes in the subnet receive the ARP query packet and check
their ARP tables.

3. If a match is found, an ARP rep(I}/ packet with the requested MAC
address is sent back to the sender to update its own ARP table




ARP protocol operation (lIl)

74-29-9C-E8-FF-55 88-B2-2F-54-1A~0F
/ \
{ \
| / \
IP:111.111.111.111 —— TP:111.111.111.110 1P:222.222.222.221
E6-E9-00-17-BB-4B —
>% \ > )L >
CC—-49-DE-DO-AB-7D X 49-BD-D2-C7-56-2A
, 1A-23-F9-CD-06-9B \
\ll
‘ ﬂ 1P:222.222.222.222

/ IP:222.222.222.220
IP2111.111.111.112 —_—

host 111.111.111.111 wants to send an IP datagram to a host 222.222.222.222.

= What MAC address should the adapter use?

= |f it uses directly 49-BD-D2-C7-56-2A,
= none of the adapters on Subnet 1 would pass the IP datagram up to its network
layer, (the frame’s destination MAC address would not match the MAC address of any
adapter on Subnet 1).

= Solution: the appropriate MAC address for the frame is the address of the adapter for

router interface 111.111.111.110, namely, E6-E9-00-17-BB-4B (obtained via ARP).

EAN/NAH22/AGH.4/5n
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OEMA 1 rE4/1314

X1oy0C TG doKknoyS civar n eCotkeiwon ue Tic teyvoroyics Ethernet ko1 TCP/IP

McBodoioyia Acknone: Qo mpPEmet Vo, HEAETIGETE TIC LDUEVES EVOEIKTIKES O.OKINOEIS GYETIKO. lUE
Hub, Bridge, Switching ka1 IP Forwarding, ARP

2. Aivetot To 01KTLO TOV TUPUKUTM GYIIATOS ‘

11 1 1
143 13200 2 oS %0778 50— l=1003400 >

H1 H2

No OempnoeTe TIC TUPUKATO EYYPUDES OTO KAOE EVU OPOLLOAOYNTY).

Host/Router [P Aevbuvon MAC Atevbuvon

H1 143.132.0.1 001

Interface 1 of R1 143.132.90.2 002

Interface 2 of R1 198.90.56.1 00002

Interface 1 of R2 198.90.56.2 00004

Interface 2 of R2 202.78.23.1 3

Interface 1 of R3 202.78.23.2 05

Interface 2 of R3 190.34.0.1 0004

H2 190.34.0.2 0005

Na deifete To medio OV peTAPAALOVTO KOOMC EVOERGKETS IHer

nécm tov R1, R2, R3.

033/23.04.2016/N.Anuntpiou
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 Metadoon H1 - R1 (aAAalouv povo ot MAC
StevBuvoeLc)

14313200

Ilr I,

MAC Source Addr.

"n__12

ource I[P Addr Destination IP Ad

11 12

- e =T
. 20276230 1890 234 0.0
Pt Cenpuyy SEETNps

DATA

001 002 143.132.0.1 | 190.34.0.2 DATA
Host/Router IP address MAC address
H1 143.132.0.1 001
Interface 1 of R1 [143.132.90.2 002
Interface 2 of R1 [ 198.90.56.1 00002
Interface 1 of R2 [198.90.56.2 00004
Interface 2 of R2 [202.78.23.1 03
Interface 1 of R3 [ 202.78.23.2 05
Interface 2 of R3 [190.34.0.1 0004 AT/ AOH /5
H2 190.34.0.2 0005 055/23.04.2016/N.Anuntpiou
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 Metadoon R1 - R2

14313200

Ilr I,

"n__12

11 12

- e =T
. 20276230 1890 234 0.0
P Cenpuyy BTNy

Dest. Addr  Source |IP Addr  Destination ddr DATA

00002 00004 143.132.0.1 190.34.0.2 DATA
Host/Router IP address MAC address
H1 143.132.0.1 001
Interface 1 of R1 |143.132.90.2 002
Interface 2 of R1 [198.90.56.1 00002
Interface 1 of R2 [198.90.56.2 00004
Interface 2 of R2 [202.78.23.1 03
Interface 1 of R3 [ 202.78.23.2 05
Interface 2 of R3 |190.34.0.1 0004 AT/ AOH /5
H2 190.34.0.2 0005 055/23.04.2016/N.Anuntpiou
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 Metadoon R2 - R3

14313200
f

S

"n__12

190.34.0.0

MAC Dest. Addr  Soutce IP Addr  Destination IP Addr DATA

03 05 143.132.0.1 190.34.0.2 DATA
Host/Router IP address MAC address
H1 143.132.0.1 001
Interface 1 of R1 |143.132.90.2 002
Interface 2 of R1 [198.90.56.1 00002
Interface 1 of R2 [198.90.56.2 00004
Interface 2 of R2 [202.78.23.1 03
Interface 1 of R3 [ 202.78.23.2 05
Interface 2 of R3 |190.34.0.1 0004 AT/ AOH /5
H2 190.34.0.2 0005 055/23.04.2016/N.Anuntpiou
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* Metadoon R3 - H2

12 1 a2 Bl
Ilr I e
H1
MAC Source Addr. MAG Dest. Addr—~Source [P Addr  Destinatio ddr DATA
0004 0005 143132011 190.34.0.2 DATA
Host/Router IP address MAC address
H1 143.132.0.1 001
Interface 1 of R1 |143.132.90.2 002
Interface 2 of R1 [198.90.56.1 00002
Interface 1 of R2 |198.90.56.2 00004
Interface 2 of R2 [202.78.23.1 03
Interface 1 of R3 [ 202.78.23.2 05
Interface 2 of R3 |{190.34.0.1 0004 AT/ AOH /5
H2 190.34.0.2 0005 055/23.04.2016/N.AnpnTpiou
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OEMA 2 FE5/ 2015-16

ZToy0c TS AGKNGNG cival 1] eCOIKEIWaN UE TIS EVVOIES OIKTDMOIS KAl 01e0BVYEI000THTIC.

Lyetikéc ackijoerg: TE4/1314/Q1, TE4/1314/03, TE4/1314/04.

A. Anavote e ZooT0/AdH0S 6TIC TUPUKAT® EPMTIGELS CITIOAOYMVTUS TNV UTUVTIGT) GUC:
1. Otov évog emavaATTG EXEL OE00LEVE TPOS LETUOOGCT)., TEPILEVEL LLEYPL TO KUVAAL V. gival
KeVO.

2. Otov [ YEQUPO GTEAVEL EVU TUKETO TPOC TOV TEAKO TOV TPOOPIGLLO, TPETEL VU faAiel GTO
naketo ooy MAC devbovan npoopisov v MAC 61e06vvern) Tov emolevou kopov.

3. YnoBeote 011 0 H'Y A atéhver IP mokéto otov H'Y B igcm g yepupog Z, Kot 0Tt Kl ot
TPELC GLGKEVEC PfpicKovTul 6To 1610 UTAd YepupmUEVO 6ikTLO. H MAC 618060VveT TPoopiGLon
GTO TUKETO OV GTEAVETUL 07O TOV A 0a gival 1 MAC dtevbuven Tpoopis|Lon tov Z.

1. Ze evo OIKTLO L€ YEQLPES KUL TOTIKA STKTLO, OOV LIUPYOVV EVUAAUKTIKES S1UOPOLLES, OEV
LTOPOVLLE VO £YYVTBOVLE OTL TU TUKETU B0 TPOmBOVVTUL GE GEpd.

5. Ot y€pupec dev ypnciorotovy v IP 61e06vven yio vo gro@ucicovy mov Ba GTeilovy eva
TOKETO.

6. Av o H'Y A oto EAII 6éAel va oteiret eva [P moketro 6e H'Y B oto Iavemomuo Avyaiov
Kot 0 ARP wivokog sivatl gostoc, 10te 0 A otedvet ARP request yia va mpocolopicet v IP
O1EVBLVEN TOL GLVOPLIKOV OPOLLOADYNTY.

7. Otav eva 6poporoynTS mov cuvosel ovo Ethernet topeic mpombel eva IP ToKETO 0o TOV
EVO TOUEN GTOV GALO, 6V aAaralel T IP d1e0BuveT TpoopiGLov.

8. Xe 101OTIKO SIKTVO |le TOAAOVS OPOLLOAOYNTES, 1] GEPA GTNV TPOMONGT TUKETMOV elval
EYYONLEVT] LLE TNV ¥p1)o1 Tov mediov TTL.

9. Otav &vac opoporoyN TS HETAED V0 TOMIKOV SIKTLOV TPomBEl £va TOKETO GO TO Evd
TOMIKO OIKTLO GTO UAAO, dev petafairer v MAC d1e08vven TpoopiGLLov.

10. Eivarl duvatdv TOKETO va 001 ynBovv Vo KUKAOQOPOLV UEVUCD GTO SIKTLO OV LTAPYOuV
GOOALOTO GE TIVUKES TPOMBNGIS SPOLLOAOYITOV.

EAN/MAH22/AGH.4/5n
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99



Ot0v évug eaVOATTNG £XEL OSOOUEVA TPOC LETAOOGT). TEPIUEVEL LLEYPL TO KAVAAL VO EfvaL KEVO.

Anavmon: AdBoc. O emova TG oAl eravorapPavel To SEGOHEVE. OKOLLO KU1 OV TPOKUAEGEL GUYKPOVOT).

Otav 1o yeQupa GTEAVEL EVO TOKETO TPOS TOV TEMKO TOV TPOOPIGHO, Tpénet v PdAet 6To mokéto cuv MAC
devhuven wpooptalov v MAC debBvven tov emdiievov koLPov.
Anavrnen: Adabog. H yépupa dev arrdlel Tic MAC devbivests.

Ymobéote ott 0 H/'Y A otéhver IP mokéto otov H/Y B péco g véoupag Z. Kot OTL KUl Ol TPEIS GUGKEVES
Bpilokovtal 610 1610 amhd yeovpouévo diktvo. H MAC d1e06vvan mpoopioiold 6To TUKETO OV GTEAVETOL OO
tov A Ba etvar 1 MAC devboven apoopisiod tov Z.

Anavrnen: Adbog. Ot yéoupes elvor didgaves cuckevé oto Ethernet.

e évo ofkTvo e YEQupeg Kol TOMKG SIKTLO., OTOL LTWAPYOVV EVOANUKTIKES S100pOpES, SV UTOPOD|LE VO
gyyonovye 6Tt TU TOKETO B TPOMOOVVTUL G GeIPd.

Anavinen: AdOos. H doi&n oe cepd sivon gyyonuévn kobdtt viomoteitol o aiydpiOpog tov dévdpov
EMKAADYN S, OMOTE 1] TOTOAOYIU KATAANYEL GE Eva SEVEPO.

O yéoupeg dev ypnoiporoovdy v IP dievfuven Yo vo anopacigouy mov B oTeilovy éva TuKETO.
Anavmyon: Zoceto. O1 yéQupeg dev Kottdve TANpoQopia and To eninedo 3.

Av o H'Y A oto EAII 6éhet va oteihel éva IP nakéto 6e H/'Y B oto [Havemompuio Aryaiov kot o ARP wivakag
elvar dostoc, tote 0 A otéhvet ARP request yio va mpocdiopicet v IP diedbouven Tov GLVOPIOKOD
dpopoioynt.

Anavmiyoen: AdfBog. To njvopa ARP request ypnoiuonoteitar yia va mpocdiopietel 1 MAC devBoven tov
GUVOPLUKOD GPOLLOAOYNTY).

Otav éva dpoporoyntilg mov cuvogel dvo Ethernet topeic npombel éva IP mukéto amd ToV &va TOUEN GTOV
GAro. dev airaler v IP diedbvven TpoopioLon.
ATavtnel): ZoeTto.

Ze 16010TIKO SIKTLO [l TOAAOVC OPOLLOADYNTEC. 1] GEPU. GTIV TPOMBNGT TUKETOV VUL EYYLNILEVT] LIE TNV ¥P1IOT
tov mediov TTL.
Amavren: AaBog. To IP dev eyyudton OT1 TOKETH TPOMOOVVTAL GE GEIPA.

Otav £voc OpopoAoynTC HETAED 600 TOMKOV SIKTUMV TPomBEel &va TOKETO dTO TO £vd TOMKO OHiKTLO GTO
dhro, 6ev petafdrier v MAC $1e00vven TpoopiGuo.
Amavrnen: Adaboc.

Eivol duvatdv moketa va 0dnyntodv vo KuKAOQOpPOoUV UEVIU GTO GIKTLO UV LTEPYOVV GOUALUTU GE TIVUKEC
TPOMBNGNS SPOLLOLOYNTOV.

Anavmen: AaBoc. Ta moxéta amoppintovtal otav 10 tedio TTL yiver 1.

EAN/NAH22/AGH.4/5n
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