EAM/TIAH22/A0H.3

022-5 Aiktva H/Y
2 UUITANPWHLATLKEC ALAPAVELEG

Nikoc Anuntpiou



2NUELWON

e JTNV MOpoUcCLOoN QUTA aPATIOEVTAL TTOPOTIOUTTEG OF
OUYKEKPLUEVEC SLadpAVELEC TNC TTapoUoLaoNng
PLH22 0SS5 2017 mou Bpiloketal oto study.eap.gr oto
dakeho Ouadikec SupuBouleutikec Suvavtioelc (022)/0325



e O¢pata: OSI - TCP/IP layers, MAC protocols, TDMA,
FDMA, Aloha/Slotted Aloha, Aloha Throughput,
CSMA, CSMA/CD

e Aeite TIC MapakATw OLAPAVELEC TOU
PLH22 0SS5 2016.pdf:

/,8,20,25,26,33,34,35,41,42,43,44,46,47



2% le\a. oy
Mg/;/'___>®MACs
0ink ﬂwje,( (MAC)  Addvess

y AR, .

=

& ?mac@,
E@:ﬁ—\© EAT/MAH22/AGH.3/5n
/ x AL 035/29.04.2017/N.Anuntpiou
@f ;




V' T ivaxos
C UAC Addr | ©opes

Aiodivasio MaBnoms

L AN,

s me/;un:\::mm M\hfw APO\)O(A&({“ ond

Nrurowy At i ,—7ir¢&u9>—’m

w Aivsros .

4.
4 EAN/NAH22/AGH.3/5n
‘Su\One}—D z- Su\me} . ﬂ.n/o\\(% AM&@N 023/29.04.2017/N.Anuntpiou
(_/v 7 Ywefs DiadKAs o
EOU.\'U Mu%V\MS

5
/‘((B Tipasnpe subnek mosk



C4hermet

@

Q246844

;%z.xex.i.L\
Chhomek

{42.168.1.2

EAN/MAH22/AGH.3/5n
033/29.04.2017/N.Anpntpiou



EAN/NAH22/AGH.3/5n
0323/29.04.2017/N.Anuntpiou

To Movtého Avadopac ISO/OSI

Tomkoc H'Y

Eoappoyngs

Iapovoiaong

2uvodov

Metagpopdc

AKTOO0L

YHvdeong
Agdopévov

Amopaxpuoopévog H'Y

Egoappoyrg

[apovoiaong

2uvodov

Metagpopdc

AKTOO0L

AKTOO0L

AKTOO0V

YHvdeong
Agdopévov

YHvdeong
Agdopévov

YOvdeong
Agdopévav

dvoikd

dvoikd

dvoikd

Ddvokd




Network with hosts, H1, H2,
+several routers

NET layer in H1

* takes segments from transport
layer , encapsulates each into a

i

@

.

datagram (network-layer packet),

Naltignlal or
G ISP
* sends the datagrams to nearby Mobile Network - =
router, R1. — X
At H2, the NET layer v - @&
I
* receives datagrams from router R2, @ ==
Network
* extracts transport-layer =S Data link
End system H1 Router R1 Physical
men
segme tS, Application Q Network .
* delivers the segments the Transport @ E= | Datalink =) S
transport layer at H2. Network Physical — . g Network
Data link — @ -— Reg?;?la(I)TSP Data link
Role of routers : forward datagrams ehysical Home Network Physical
from input links to output links. Network
router Data link Router R2
truncated protocol stack, no upper switch \ Physical I';‘e:"”l‘?”;
data lin
layers above the network layer - . < Physica
routers mostly do not run = e S >= :
application /transport-layer Q] - 2 e ﬂ End system H2
protocols = " Q @ s
= = - : Transport
% “g ﬂ J Network
Data link
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Encapsulation- EvBuAakwon

Source
Message M | Application
Segment Hy M | Transport
Datagram H, H{ M | Network
Frame H; H, Hy M | Link
Physical
H Hy Ht M l Link H Hn Hi M
. Physical
>
Link-layer switch
DestinationA u Router <
M | Application
Hty M | Transport H, Hi M Network Hh Hy M
H, Hi M | Network H H, Hi M Link Hy H, Ht M
Hy H, Hy M | Link Physical
Physical \ o/
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Ethernet Bus connection

- Terminator

Tee connector coaxial cable

* When a frame enters a Tee connector
— aframe copy is forwarded towards each of 2 directions of the connector

— As frames propagate towards the terminator they ‘leave’ a copy on each
host adapter they ‘traverse’

* To cover long distances, repeaters/relays are used

Repeater

Cable Segment | /Cable Segment Il

g o i

EAM/MAH22/AGH.3/5n Computer X  Computer Y Computer Z
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Ethernet Topologies

“Traditional ” Ethernet
Interconnection over a long cable (a bus) using CSMA/CD.

Repeater

able Segment Il

I\\Tsl I\\Tsl |v:5| =

Computer X Computer ¥ Computer Z
“Hub” Ethernet | . .
Hosts interconnected via a hub that works as a repeater for
all transmitted packets

using CSMA/CD.

(More flexible design) c-Em ne lEE)-c




Ethernet hub connection

-_—
- N

\

/" Multi-tier design \

=2 backbone hub
on/e tier
LAN segment

Twisted pair
< cables

hub
_/g

\
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I

3 / a——
—5 — hub [ hub
U U
- - - -
¥ U ¥
-»Ic— -»I«- — ->I4_ —p— - ) > |
\ a — 1 = — == /
\ -D‘Q- .

* Using hubs enables a more scalable topology
interconnecting hosts at larger distances

* Limited by collision domains that increase as hosts/tiers
increase

EAN/NAH22/AGH.3/5n
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Multiple Access Links and Protocols

* Problem: multiple sending and receiving nodes to a shared
broadcast channel

* At any time only one node can use the channel

EAMN/MAH22/A0H.3/5n 15
023/29.04.2017/N.Anpntpiou



Channel Partitioning Protocols

* TDM
* Each user allocated a timeslot in a frame
TDM
112 (34|12 |3 4
Key:
5 All slots Iabeled "2 are_dedicgted
. FDM to a specific sender-receiver pair
e Each user is assigned a frequency channel
FDM
4KHZ—[
- -~ FLink

4KHZ—[




Random Access Protocols

* A transmitting node always transmits at the full
rate of the channel, R bps.

* When there is a collision, each node involved in the
collision repeatedly retransmits its frame until its
frame gets through without a collision.

* When a node experiences a collision, it doesn’t
necessarily retransmit the frame right away.

* Waits a random delay before retransmitting the frame.

* Each node involved in a collision chooses
independent random delays.



Basic assumptions

 All frames consist of exactly L bits.

* Time is divided into slots of size L/R seconds (that
is, a slot equals the time to transmit one frame).



Aloha motivation

Designed in Univ.Hawaii in the early 1970s (by N.Abramson,).
Conditions: no working telephone system infrastructure

Problem: how to connect users on remote islands to the main computer in Honolulu.
* lLaying underwater cables under the Pacific Ocean not an option...

Solution: employ used short-range radios, with each user terminal sharing the same
upstream frequency to send frames to the central computer.

Basic idea: let users transmit whenever they have data to be sent OVER THE SAME UPLINK
FREQUENCY CHANNEL.

In case of muliple uplink transmissions - > collisions, colliding frames will be damaged.
Senders need some way to find out if this is the case.

In the ALOHA system, after each station has sent its frame to the central computer, this
computer rebroadcasts the frame to all of the stations using the separate downlink
frequency channel .

A sending station can thus listen for the broadcast from the hub to see if its frame has gotten
through.

If frame destroyed, sender just waits a random amount of time and sends it again.

Systems in which multiple users share a common channel in a way that can lead to conflicts
are known as contention systems.



pure ALOHA

Will overlap Will overlap
with start of with end of
i's frame i's frame

Node i frame

Time
t{) -1 tﬂ to + 1

* Suppose this frame begins transmission at time t,.

* To avoid collisions, no other nodes can begin their transmission
in the interval of time [t,— 1, t;] AND [t,, t,+1]

e That means that all other nodes should be silent for 2 intervals

EAN/NAH22/AGH.3/5n
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slotted ALO

Node 1 1
Node 2 2
Node 3 -
| c | E
Key:

C = Collision slot
E = Empty slot
5 = Successful slot

HA

| Time

* To avoid collisions, no other nodes can begin their
transmission in ONE timeslot duration

e That means that all other nodes should be silent for
1 timeslot (not 2 as shown in pure aloha)

EAN/NAH22/AGH.3/5n
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Carrier Sense Multiple Access

* In both slotted and pure ALOHA, a node’s decision to
transmit is made independently of the activity of the
other nodes attached to the broadcast channel.

A node neither

* pays attention to whether another node happens to be
transmitting when it begins to transmit,

* nor stops transmitting if another node begins to interfere
with its transmission.

e CSMA addresses the first issue
e CSMA/CD addresses the second issue



How do collisions happen in CSMA?

* No Collision
detection assumed
here

* A nonzero amount
of time is needed
the transmitted bits
to propagate (albeit
at near the speed
of light) along the
broadcast medium

PROP(B)

PROP(C)

Space

stations

B’s transmission

Time

Common bus/channel

Q)
N
C

D’s transmission

Time



How do collisions happen in CSMA/CD?

Space stations

A B C D
| | | |

Common bus/channel

e Collision detection

assumed here - §
* the two g [ c | _é_ .
nodes each abort their & 7 =
transmission a short § [ E
time after detecting a g | -
collision. o A P\
* adding collision o
detection helps protocol -
performance
by not transmitting a (Solsion
useless, damaged frames time

Time Time
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Ethernet Frame Structure
* Layer 1

* 64-bit preamble: receiver synchronization, sequence of
alternating Os and 1s. Source and destination hosts
identified with a 48-bit address.

* Layer 2

e Each frame contains up to 1500 bytes of data.
* Minimally, a frame must contain at least 46 bytes of data,
* frame must be long enough to detect a collision

e each frame includes a 32-bit CRC.
* 14-byte header / two 6-byte addresses and a 2-byte type field.

———————————————————————————————————————————————————————————————————————

'MAC ’
PHY 6 bytes 6 bytes 2bytes 46 bytes 4 bytes!
64 | 48 48 16 32_bits
: Dest Src
| Preamble |~ /0 ~ddr | Type | Body CRC

_______________________________________________________________________

EAN/NAH22/AGH.3/5n
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e Ocpata: LAN topologies,
Bus/relay/hub/switch/bridge

* Aeite TIC MapaKkATW OLAPAVELEC TOU
PLH22 OSS5 2016.pdf :

57,58,73,79,85,86,87,90,91
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Bridges: traffic isolation

* Bridge installation breaks LAN into LAN segments

* bridges filter packets:

* same-LAN-segment frames not usually forwarded onto
other LAN segments

* segments become separate collision domains

] = hub
domain ® - host

collision

collision

bridge

domain

+— LAN segment — +<— LAN segment —»

« LAN (IP network) >



Forwarding

bridge

2
10BaseT 10BaseT 10BaseT

Electrical Computer Systems
Engineering Science Engineering

How do determine to which LAN segment to
forward frame?
- Looks like a routing problem...

EAN/NAH22/AGH.3/5n
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[E5/1415/03

AGGTE TNV KEVIPIKY| [TPU SPOLLOAGYNGC KUl TOVS TVUKES OPOLLOAOYNGIE TV Yepupdv 103 kat 104 tov
TUPUTAVEO GYNUOTOC. & TEPIMTMOGT] SLUOPOLLAOV L€ TO 1610 KOGTOC UANATOV, TPOTIGTE TV O1UOPOLL TS
VEUC (TayDTEPNC Ko e Arydtepn kivnen) véopvpag 105.

oTafuoC oTaBuoC oTabuoC
) | 1 |
blcmo A .
Yépupa 101 cTe8uoC vépupa 102
Sicmo B Sirerwo T
yépupo 103 yepupa 104 otefuoc
Eixroo A Sixmwo E
I I
otafuoc otafuog
vEpupa 105 vEpupa 106
Gixroo Z
EAM/MAH22/AGH.3/5n oTaOUoC oTe8uog

033/29.04.2017/N.Anuntpilov
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O1KTLO TOUTOL

A B I A E Z
A - 1;)1 102 | 103 | 104 | 105
— B 101 \- 102 | 103 | 106 | 105
E I 102 IQI - 105 | 104 | 106
% A 101 lﬂ\i 104 | - 106 | 105
rl:g E 102 103\ 104 | 105 - 106
Z 101 | 103 | 104 | 105 | 106 -

Yépupa 103 \ YEpupa 104 | | oTouoS ‘

Bicruo A
oToBuog

Bixmwo E
oTebuog

| Tépupa 105 | | Tépupo. 106 |

EAN/MAH22/AGH.3/5n
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Switched Ethernet

«Star Connection

*No CSMA CD (No packet
collisions

Connect
To other
Switchs

*Hosts send whenever they
have available frames

Store-and-Forward Switches

EAN/NAH22/AGH.3/5n

033/29.04.2017/N.Anpntpiou 36



OEMA 1 rgs/1314

X1oyoc TyC doknonc civar n efoixkeiwaon ue ti¢ teyvoloyiee Ethernet xor TCP/IP

MeBodosoyio Acknans: Oo TPEmel Vo, UEASTNOETE TIG ADUEVES EVOEIKTIKES G.OKIOEIS OYETIKG [IE
Hub, Bridge, Switching ko1 IP Forwarding, ARP

1. No Beopnoete éva Ethernet LAN switch oto omoio eival cuvdedejievol 1éaoeptg hosts: A,
B. C, D. O1 xoufot ypnoyomotovy v tomoioyia star yia 1) dtecvvoeon tov hosts A, B, C,
D. O Host A eivat cuvoedeévog oto interface 1 tov petaywyea, o host B oto interface 2, o
host C oto mterface 3 kot 0 host D oto interface 4. Nu Bewpijcete 0T 0 TIVOKUS HETUYDYNG
TOV peTaYmyEd eivon aoelog. To xdbe éva om0 To MUPOKUET® YEYOVOTO VO OElieTe MG
OVOVEDVETUL O TIVOKOE 0VTOS KU1 VO ava@épeTon Ta interfaces omov o mAuiclo petadidovTal.

. O A otéivet éva frame 6to D

. O D otéivel éva frame ctov A

MeBoooroyia: Qo mpener vo UELETIjoETE Ta Ouata 2, 4 am TIC ADUEVEC OOKIJGEIC GTHYV
evotyta Hub, Bridge, Switching

EAN/NAH22/AGH.3/5n

033/29.04.2017/N.Anpntpiou 37




. Metadoon A-D

. O A ammooTeAAEL Eva TIOLKETO UE
tn MAC address tou D

. O ntivaikac tou switch eiva
AOELOC OTIOTE TO TIOKETO
ATTOOTEAAETOL O€ OAEC TIC BUpEC
MAnv tnc etoodovu (2,3,4)

. OL B,C armoppintouv To TTAKETO.
. To switch evnuepwvel tov
niivaka tou (A,1)



. Metadoon D-A

. O D amooTteAAEL Eva TTOKETO UE
tn MAC address tou A

. O rtivakoc tou switch table €xet
v eyypadn (A,1) omote 1o
NAKETO amootéAAetat MONO
otn Oupa 1 kat To otaBuo A.

. To switch evnuepwvel tov
niivoka tov (D,4)



OEMA 1 re4/1314

ZT0y0c TS GOKNGNS eivar i) eloikeiwaon e Ti¢ Teyvoroyies Ethernet konr TCP/IP

MeBoooioyio AGKNGHS: O TPETEL VO, UEAETNOETE TIC ADUEVES EVOEIKTIKES OOKIOEIS CYETIKG, [E
Hub, Bridge, Switching ka1 IP Forwarding, ARP

3. No Bewpnoete 10 OIKTLO TOL TOPUKAT® CYNUOTOS. AV OempCeTE OTL OEV LIAPYOLV
EYYPUQES, VO avapépeTe TOC Ba TpomomomBouv o1 eyypanéc oTic yéeupss Bl, B2, otav
YivOLV 01 TOPAKATO LETUOOGELS

e (Cotélverotov A
e FortéhvaertotovE
* EotéhverotovF

il-1 EAN/MAH22/AGH.3/5n
033/29.04.2017/N.Anpntpiou
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Metadoon C- A

Bridge B1

Bridge B2

C

C

EAN/MAH22/AGH.3/5n
033/29.04.2017/N.Anpntpiou
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Metadoon F - E

Bridge B1 Bridge B2
C 1 C 2 :
- 1 - 3 X discarded

EAN/NAH22/AGH.3/5n

. 2
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Metadoon E - F

Bridge B1 Bridge B2
C 1 C 2
F 1 F A 3
E \ 1
]
[ &
D

O mivakag tng B2 €xel pLa eyypadn yla 1o
>ToBuO F . To makeéTo amooTtEAAETAL
Movo otn BUpa 3 Tng B2 kal kataAnyet
2tov mapoAnmtn otabuo F.

H B2 npooBetel kal tnv eyypadn (E,1)

EAN/NAH22/AGH.3/5n

, 4
033/29.04.2017/N.Anpntpiou :



e Q¢pata: MAC/IP Addressing, Subnets, Subnet
Mask, Network/host addresses

* Aeite TIC MapaKkATW OLAPAVELEC TOU
PLH22 OSS5 2016.pdf :

135,147,148



addresses...

* Each device interface has 2 address types:
 MAC address (a.k.a. LAN/link layer/physical address)

* Analogy: a person’s ID/passport number
* Flat address, to be used everywhere

oul NIC
0n:/23: s BB 5
R e

01011010

 |P address

* Analogy: a person’s contact telephone number

* Hierarchical address, depends on the subnet to which the device
connects An IPv4 address (dotted-decimal notation)

172 . 16 .254 . 1
A 4 A 4 \ 4 4

10101100.00010000.11111110.00000001

IDr‘:e byte =Eight bits

I
EAN/NAH22/AGH.3/5n Thirty-two bits (4 x 8), or 4 bytes
033/29.04.2017/N.Anuntpiou



MAC address

* For most LANs (Ethernet and WiFi) MAC address is
6 bytes long, giving 243 possible addresses.

* 6-byte addresses typically expressed in
hexadecimal notation

e each byte of the address expressed as a pair of
hexadecimal numbers.

* no two adapters have the same address



Uniqueness of MAC addresses

* [EEE manages the MAC address space.

 When a company wants to manufacture adapters,
purchases a ‘chunk’ of the address space consisting of
2?4 addresses for a nominal fee.

* |EEE allocates the chunk of 224 addresses by fixing the
first 24 bits of a MAC address and letting the company
create unique combinations of the last 24 bits for
each adapter.



IPv4 Addressing

Each IP address is 32 bits long (equivalently, 4 bytes), there are thus a
total of 232 possible IP addresses.

By approximating 21° by 103 ~ about 4 billion possible IP addresses

These addresses are typically written in dotted-decimal notation
* each byte of the address is written in its decimal form and is
separated by a period (dot) from other bytes in the address.
E.g. the IP address 193.32.216.9.
* 193 is the decimal equivalent of the first 8 bits of the address

* 32 is the decimal equivalent of the second 8 bits of the address
etc.

 The address 193.32.216.9 in binary notation is
11000001 00100000 11011000 00001001
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OEMA 4 | TE4/1314

ZT0y0C THC GOKNGNC cival i) eCOTKEIWEN LE TIC EVVOIES TV DTOOIKTDMV

MceBodoioyio Acknens: Qo Tpémel vo. UELETIIOETE TIC ADUEVES EVOEIKTIKES O.OKIGEIS GYETIKES
e IP Forwarding, Addressing, ARP

o

‘Evog vmoAoy1omg €xel T1¢ E1)¢ TUPULETPOVE GTO TPMTOKOAAD IP:

AtevBoven IP : 202.60.215.150

Mdckao vrodtkTvoL : 255.255.240.0

1. Moto sival To pHEyYLoTo MARBOC UTTOAOYLOTWY Ttou TtepAapBavel n network address Tou
SLKTUOU OTO OTolo aVnKEL;

2. MNowa sivat n mpwtn StevBuvaon host number Tou SiktUou o0To omolo AVAKEL KAl TtoLa n
TeAeutaia SievBuvon host number tou Siktuou 1 StevBuvaon yla AmooToAn
broadcasting pnvupatwy;

3. [ouwocg sivat o avéwv aplBuoc urtodoylath (host number) oto dskadiko cuoTnua;

EAN/MAH22/AGH.3/5n
033/29.04.2017/N.Anpntpiou
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(@)

H pdoxo vroduktvov : 255.255.240.0ce dvadikn) pop@r) eivat:
2552552240 = 11111111.11111111.11110000.00000000

dpa Ta Teievtaio 12 Gvadtkd ymeia ¥p1CILOTOI0VVTOL Y1o TOV POl TOV VITOAOYIGTN
(host number 1} subnet number kot host number) opiovtac 2'°=4.096 cuvdvacpove. To
HEYIGTo TANB0oC vmoroyictdOv eival 4.096-2=4.094 ag@ov o1 O1evBiveelc e aptBuo
vtoroyiot) 0 ovogepetal 6to oiktvo «this network» xat 4.095ypncylonoteital yio
broadcasting povnudTov Kot 6gv HTopovv va. ¥pnciiomon)bovv yia IP vroioyiem).

EAN/NAH22/AGH.3/5n
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() H mpot devbuvvon host number tov owktvov mTpokvLETEL av BEcovue Ta bits Tov
ap18ov vroioyiot) oAa 0 (hoyiko AND avapeco oty IP kot atnv nacka).

IP : 202.60.215.150 = 11001010.00111100.11010111.10010110
AND
Macko VTOOTKTLOD IT11111L. 11111 T11.11110000.00000000

npaTn o1evbvven host number  11001010.00111100.11010000.00000000
Apa n Cnrovpevn o1evBuven vrodiktvov etvat: 202.60.208.0

H teievtoio oievbuven host number tov dwktvov mpoxvatel ov Begovpe to bits Tov
ap1Bov vroioyiot oAa 1. (Aoyiko OR avapeca oty IP kot 6tV ovactpogn [LOCKa)
ONAWON

IP : 202.60.215.150 = 11001010.00111100.11010111.10010110
OR

AvacTpoen HAGKU LTOO. 00000000.00000000.00001111.11111111

otevbuvaorn broadcast 11001010.00111100.11011111.11111111

Apa 1 (ntovpuevn tedevtaia 01evBuvon host number tov diktvoUL eivor: 202.60.223.255

Inueiwon: H 1" dtevBuvon nou pmnopel va 600l og unoAoylotr eival n 202.60.208.1 kal
n teAevtaia eival n 202.60.223.254

EAN/MAH22/AGH.3/5n 52
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()

O o oviov apBuog vroroyiot (host number) mpoxvnter av omy IP dievbuvon
Becovie too bits Tov diktvoL KOt TOL VITOdKTVLOL 16a 1eE O (Loyikd AND avdpeca otV
IP Kot 6TV avacTpoon] HacKo), dNAadn)

IP : 202.60.215.150 = 11001010.00111100.11010111.10010110
AND

AvacTpon NAGKO LTTOO. 00000000.00000000.00001111.11111111

Ap1Bpoc vroloyiot 00000000.00000000.00000111.10010110

Apa 0 ap1Bog vroroyiot) etvar o 11110010110 =1942

EAN/NAH22/AGH.3/5n
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e Q¢upata: routers, packet routing/forwarding

* Aeite TIC MapaKkATwW OLAPAVELEC TOU
PLH22 OSS5 2016.pdf :

115,121,124



RouvTek . ®~ © . pnediKoa

|
T = ®

: ’ - oY T 1 6ToVX 6N
13 @aon AR
M oo &y P

{ :
Neowdnon |
9 —~ ©0pas 6& Thvana Fpa\chzfmmc

<5“‘\°'\e‘b | P Address | ‘
Sey  exXa 56”’ Qeow mn(j

&u’;%uvﬁhs !,T\FO.OPiGPf)&) Tou
subv\e’t Mas\c |

O r\\vduds

Ty €neStpyeisia NS

) : & N
e oEpxopEVes T xugroo P
TP Aodres® t
NET-M A%\'(Mc, ey OO Yer or
o SR ’ g

EAM/NAH22/AGH.3/5n

. 55
033/29.04.2017/N.Anpntpiou



T P Address 1P Address
- G
M ASK lnverted MASK
o U BNET Pe Number
00 O 4»'«77“”%\,&\:3‘5\@&; Gd}ewd\ﬂ)
o [ Network par’ | host afF ; z
Sbnek —  LINetwerk ! oo

[T é:““'b\"OO,t:)C.ag\‘ o Adress

T Paddress 5T L= D)

eé MQS\C . ' c =
Mj—-‘f Jress OAND ADD
adcast «ddre _
oroa ’ e O T

EAM/NAH22/AGH.3/5n

. 56
033/29.04.2017/N.Anpntpiov



Roo1 ER tobles @ﬁu\' Tort Destination S&Eﬂsﬂ_\

4 ’

P e

. ~ !

/ 5

)

1P packel Lj f ompr®

4

( FDQS\'mq*\Q“ 'P

UASKY

L/———:*;'P\Nb SUBNET MAS |
|
|

EAN/MAH22/AGH.3/5n 57

033/29.04.2017/N.Anpuntpiov



1. No Be@pi|GETE Vo OPOUOADYNTI] O OTOI0C EYEL TOV KOTUY@PTUEVEC TIC TUPUKATH EVYPUT L&C

Subnet Number Next Hop
128.96.39.0/25 Interface 0
128.96.39.128/25 Interface 1
128.97.0.9/16 R2
193.96.39.0/25 E3

No Ppeite 1o next hop, av Bewprjoete 0T o router AouPaver IP mukéto yw kabe o and Tig
neputtdcel; (Na O1KaoAoy1|CETE TV UMAVINGCT) CUC)

a) 128.96.39.132

B) 193.96.39.34

Qo mpemel va yivel 1 Aoy mpalin AND petalp ¢ IP owevbuovorc ko ¢ Subnet Mask. Av n IP
otevbovon topralel pe wamow amd T records (pe Pacn to “longest prefix matching™), 1o
avtictotyo interface Bo emieyel.

a) 128. 96. 39 132=> 128. 96. 39 10000100
255.255.255.128=> 255.255.255. 10000000 (Maoxa /25)

128. 96. 39. 128=> vudpyel GTIV OGEVTEPT] YPULLY]
To emopevo hop Ba etvan mpoc 1o Interface 1

EAN/MAH22/AGH.3/5n
033/29.04.2017/N.Anpntpiou
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Subnet Number Next Hop
128.96.39.0/25 Interface 0
128.96.39.128/25 Interface 1
128.97.0.9/16 R2

193 .96.39.0/25 R3

B) Kavovpe 1 Aoywa] mpaln AND mg 193963934 pe v Maooka /25
193. 96. 39. 34=> 193. 96. 39. 00100100
255. 255255, 128=> 255.255.255. 10000000

193, 96. 39 0=> vmdpyetl GTNV TETAPTY] Y POLLLLL

To emopevo hop Ba eivan mpog 1o R3

EAN/MAH22/AGH.3/5n
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Nopadeypa longest prefix match: Otav tapldlouv pe to uMOSIKTUO MTPOOPLOLLOU
TIEPLOOOTEPEC TNC LLOG KATAXWPLOELC o€ €vav Tivaka SpopoAdynong

For example, consider this IPv4 forwarding table (CIDR notation is used):

192.168.28.16/28
192.168.9.8/16

When the address 182.168.28.19 needs to be looked up, both entries in the forwarding table "match”. That is, both entries contain the looked up address. In this
case, the longest prefix of the candidate routes is 192.168.28.16/28, since its subnet mask (/28) is longer than the other entry's mask (/16), making the route more
specific.

Forwarding tables often contain a default route, which has the shortest possible prefix match, to fall back on in case matches with all other entries fail.

EAN/NAH22/AGH.3/5n
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Identifying and Host ID

i= i s i= i s
rd =F M 50 rd =F s 50 rd = M 90 M =F o 50
¥ o ol 00 B Y om] ¥ o el G0 O e ¥ o ol G0 T Y o] ¥ o [ el il

Class A 030 30000 .« 00X MMNX . MK MNNX . XXX MNHXX
CLASS & NETWOREKE ID CLASS A HOST ID

Class B 10 3000 . 3000 300X . MONX XMXNX . XMXNX NNXX
CLASS B NETWOREK ID CLASS B HOST IDx

Class C 1103 33300 . X000 X000 o XX MO0 . XONXX XXX

CLASS C NETWORK ID CLASS C HOST ID

1110 20000 . MO MMM « XXM MMMX . XXMM MMXX
NETWORK ID

Reserved Experimental |

Class E 1111 O30 . X000 X0 .« 30000 XXX .« XXXH XXNX
CLASS E NETWOREK ID

Here you see each Class’s Network and Host ID portion. Notice that
there are only few Class A neftworks ( Network ID), but many Host ID's,
where as a Class C has alot more Networks and fewer Host ID's.




Analysis of a Class A Network

7] i)
- T o AD

o N e Lo B -l w0 ol & P om|

i ]
R LT
Class A 0xxx xxXXX . MM . MO0 MO0 . MO XAXX
| |

¢ #

24 Available bits
for Host ID

#

16,777,216 Hosts

29

Class A networks use for the | . whereas the Host ID
uses 24 Bits. The more Bits used, the greater the number.
This is why Class A networks can have so many Hosts,

and therefor are large networks.




Analysis of a Class C Network

Ll - L o W

MMXX o MMM XXXX
|

21 Available bits 8 Available bits
for Network ID for Host ID
(Bit 8 to 6 is always "110")

¢ .

256 Hosts

Class C networks use for the and 8 Bits
for the Host ID. This is why Class C networks have a
farge number of networks but with only 256 hosis
per network




A Class C network with its default subnet mask

Host B Host C
IP: 1G> 168.00.10 IPF: 192 1680

= =\

SERVER

Router A

Routar P 193.168.0.60

IP: 192.168.0.1

Host A Host D
IP: 192 . 168.0.40 IF: 192 .168.0.50

NETWORK
192.168.0.0 (Class C)
Subnet mask 255.255.255.0

In the above network, we have configured all hosts with the
default Class C subnet mask of 255.255.255.0. This means that all
computers are part of the same logical network: 192.168.0.0




Changing the default Subnet mask

Host B Host L
IF: 192.168.0.10 IF: 192.168.0. 20

= =\

SERVER
IF: 192 152.0.50

=\

Host & Host
IF: 192 1538.0.40 IF: 192.158.0.50

NETWORK No.2

By changing the default subnet mask to 255.255.255.224 our
has been partitioned into smaller logical networks.
For simplicity reasons, I am only showing 2 of these smaller networks.

EAN/MAH22/AGH.3/5n
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Class C Classful IP Address

IP Address : 192 . 168 . 0
Subnet mask : 255 . 255 ] 255

Conversion to Binary

ia] i a] i a]
- e - e - e
v RO [Py e a0 o el v RO P e 0 T el w R0 el O3 W P o

: . 1010 1000 . 0000 0000 . 0000 0101
Subnet mask :1111 1111.1111 1111 .1111 1111, 0000 0000
Host ID

This Class C network uses for the

and 8 Bits

for the Host ID. The Subnet mask is what splits the Network ID
and Host ID. This particular subet mask is 24 Bits long
{consists of 24 one's (1) counting from left side)




The Analysis Df Our Example - Part 2

r-.:r-. sl
Lol Lo |

IP Address :/1 1 Dﬂﬂﬂﬂ 1010 1000 . 0000 ﬂﬂﬂﬂiﬂﬂﬂﬂ'lﬂlﬂ‘
Subnet mask : 1111 1111.1111 13111 .1111 111 “111 0 0000

This part of the IP Address and This is the section we focus. From
Subnet mask we take as is. In here we will get all the info we are
Decimal this part gives us: after ! Since I've colour coded the
192 . 168.0 : 3 subnet Bits, we won't nead the
255 . 255 . 255 . subnet mask anymore to help us
. determine which bits are borrowed.
M~ & ™ iD

O el o

0000 1010 Determining the

Hosts per Subnet

000 (0 Decimal) 00001 (1 Decimal) to 1 1110 (30 Decimal)
001 (32 Decimal) 00001 (1 Decimal) to 1 1110 {30 Decimal)
010 (64 Decimal) 00001 (1 Decimal) to 1 1110 (30 Decimal)
011 (96 Decimal) 00001 (1 Decimal) to 1 1110 (30 Decimal)
100 (128 Decimal) 00001 (1 Decimal) to 1 1110 {30 Decimal)
101 (160 Decimal) 00001 (1 Decimal) to 1 1110 (30 Decimal)
110 (192 decimal) 0 0001 (1 Decimal) to 1 1110 (30 Decimal)
111 (224 Decimal) 00001 (1 Decimal) to 1 1110 (30 Decimal )

NOTE: O 0000 (First IP 1in each subnet) 1s reserved as the
for the Subnet .
11111 (Last IP in each subnet) 1s reserved as the Broadcast Address
for that Subnet




L= Analysis Of Our Example - Part 3

i ]
™ =F ™ A0
il 0 el 0D W o]

0000 0000 (0 Decimal) 0001 1111 (31 Decimal)

Full Range of the First Network: 192.168.0.0 - 192.168.0.31

o]
e |
w0

00

r o ™o
@ e wi 50 P w B0 M

0
0 DOOOD (32 Decimal) 0011 1111 (63 Daecimal)

d
Full Range of the Second Network: 192.168.0.32 - 192.168.0.63

i~
|
1

L 7 A0
=0

RN w0 e 3D TN e

0
Py o
0100 0000 {64 Decimal) 0101 1111 (95 Decimal)

_-—-—.___--* 4
Full Range of the Third Network: 192.168.0.64 - 192.168.0.95

10 0000 (96 Decimal) 11 (127 Decimal)

v
Full Range of the Fourth Network: 192.168.0.96 - 192.168.0.127




4] 4]
< = ' 0 % ™A
vl 0P ol 33 W O o] il D el 3D N e

1000 0000 (128 Decimal) 1001 1111 (159 Decimal)

_-'---._____+ L
Full Range of the Fifth Network: 192.168.0.128 - 192.168.0.159

7] i ]
ST O T N ™AL
PG - wi B0 ) el 33 ¥ Mol

1010 0000 (160 Decimal) 1011 1111 (191 Decimal)

T ¥
Full Range of the Sixth Network: 192.168.0.160 - 192.1685.0.191

5] i a
N = ™AL = ™ L
il T TR el 33 WO el il T TR el OO WO o]

1100 0000 (192 Decimal) 1101 1111 (223 Decimal)

— *
Full Range of the Seventh Network: 192.168.0.192 - 192.168.0.223

4] 4]
M = ' i % i
o 00 P e S0 T P o] vl O el 30 W O e

1110 0000 (224 Decimal) 1111 1111 (255 Decimal)

—
Full Range of the Eighth Network: 192.168.0.224 - 192.168.0.255

You should remember that the First IP Address of each Subnet is the
for that Subnet, and the Last IP Address is the
Broadcast Address for that Subnet.




‘Evag vmohoyiomig £xel Tig e€1¢ TapaETpouvs 6To TPmToKoALo IP:
AevBovon IP 02.213.193.5
Macka vroowktoov | 255.255.252.0
[Tpoemiieypévn moin | 92.213.193.35

=
o)

a) ITowo eival To PEY1IGTO TANBOC VTOAOYIGTMOV TOL TEPIAULPAVEL TO VTTOOTKTVO GTO OO0 CVI|KEL O TUPUTAVED
VITOAOYIGTIG: (5 Hovddeg)

B) Iow etvan 1) TpdTH 61€VOVVGT TOL VITOATKTVOL (1] 01EVOVVGT] VITOAKTVOV) Kal TTold 1) TEAeVTUia dievBuvaon
TOL LIOAIKTVOVL (1] dlevBuvon evpeiag ekmoumg - broadcast); (5 yovdadeg)

vY) AVO TOKETO TO OWOLO. GMOCTEAAOVIOL OMO TOV TMUPUTAVE OTOOIO |E O1ELVOVVGEIC TPOOPIGLLOV
02.213.196.171 wor 92.213.194.171 60 mopadoBodv eviOg 1) EKTOC TOV DTOOIKTVOL GTO OMOI0 UVIKEL O
OmOGTOAENG, AlTIOAOYEIGTE TV OTAvINGT GOg. (5+5=10 puovadeg)

EAN/NAH22/AGH.3/5n
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a) H paoka vrodiktoov : 255.255.252.0 oe dvadiki) popen) eivat:
255.255.252.0 - 11111111.11111111.11111100.00000000

apa ta terevtoio 10 dvadikd yneia ypnoyLomoovvIal yio Tov aptdpd tov vroloyotr| opilovrag 21°=1.024
cuvovoclove. To péyioto mAnboc vmoioyiwotov eivar 1.024-2=1.022 apov o1 devboveelc e opdpo
vroloyieti) 0 (d1evBvven vrodiktvov) kot 1.023 (dievbvven broadcast) dev pmopovv va yprnciomombovy yia
IP vmoloyioi).

EAN/NAH22/AGH.3/5n
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B) H mpd d1evbuvon 1ov vwodikTvow (1) 61e08uvGeT) LTOAIKTVLOL) TPOKLTTEL AV BEGoV|LE T bits Tov ap1OLoT
vroloyioti) 0Aa 0 (Aoyiko AND avdapeca oty IP kot 6Ty packa).

IP : 92.213.193.53 = 01011100.11010101.11000001.00110101

Madoka vrodiktoov =2 11111111.11111111.11111100.00000000

AND

A1evBvven vTodiktvov = 01011100.11010101.11000000.00000000=> (92.213.192.0)
Apa 1 (ntovpevn teievtaia dievBuven Tov vrodiktvov (1) dievbuvvon broadcast) eivar: 92.213.195.255
01011100.11010101.11000011.121111111

EAN/NAH22/AGH.3/5n
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v) I'a va Bpetl o vroroyiotc av o IP 61e06vven Tpoopiolod avijkel 6To 1010 VTodiKTLO 1) 01, Ba TpEmel va
damotmoel av ta bits ¢ d1kng Tov IP d1eH0vvong mov avTIGTOrY oLV OTN LLACKN TOL DTOSIKTHOL GTO OT010
AVIKEL 0 LTOAOYIGTIG, TavTiCovTal Le Ta avtioTtorya bits tne IP d1evbuvveng mpoopiopon. Aniaor).

IP (mpoop) : 92.213.196.171 =  01011100.11010101.11000100.10101011

IP (vmoA): 92.213.19353 = 01011100.11010101.11000001.00110101

255.255.2520 = 11111111.11111111.11111100.00000000

Eivar @avepo o011 o1 6vo IP drevbuveelg drapépovy og kamowo amd ta tpata 22 bits (wov eivan 1) g pdokag,
KOl GUYKEKPILEVE GTO EVOEKUTO OO 0e&id bit. Apa 1 01E06VVGT) TPOOPIGLLOV OEV PPIOKETHL TO 1010 VTOGIKTVO.
To IP maxéto mpémel va oTaAel GTOV OpolLoAoYN T (TPOETIAEYLEVT) TTOAT)) TTOV GLVOEEL TOV VITOAOYIGTI) |LE TO
dradikTvo, dpa 1 d1evBvven Tov EMOLLEVOL dALOTOC eivar 1) 92.213.193.35.

Opoiomg kot yro v IP drevbuven mpoopiopon 92.213.194.171
IP (mpoop) : 92.213.194.171 =  01011100.11010101.11000010.10101011
IP (vmoA): 92.213.19353 = 01011100.11010101.11000001.00110101
255.2552520 = 11111111.11111111.11111100.00000000
Eivar @avepd 011 o1 ovo IP d1evbuvoelg dev dlaQépovy oe KAmolo amd ta mpmta 22 bits (wov eivon 1) tng
ndokac. Apa 1 61e00vven Tpoopiciov Ppioketal To 1610 vIodiktvo 10 92.213.192.0. To IP makéto O ctoiel
néow MAC amevbeiag otov vmoloyiot) pe IP dievbuvon avti) Tov Tpoopicov oniadn 92.213.194.171.

EAN/NAH22/AGH.3/5n
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e Ocpata: IP Datagram, MTU, Fragmentation

* Aeite TIC MapaKkATwW OLAPAVELEC TOU
PLH22 OSS5 2016.pdf :

117-119, 128,129
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32 T:uts Byte
| |(octet)
Version Sleslele Type of service Datagram length (bytes) 4
length
16-bit Identifier Flags 13-bit Fragmentation offset 8
: : Upper-layer
Time-to-live protocol Header checksum 12
32-bit Source IP address 16
32-bit Destination IP address 20

Options (if any)

Data

75



IP header Checksum

* Check sum: Xpnotwpomoteital yia tnv avixvevon AaBwv
otnv eriikedpaAida tou IP datagram

* (xpnoluomoleital Kat o€ AAAOUC TUTIOUC TIAKETWV/TIAOLCLWV
oc aAAa OSI entineda )

* ArtootoAeac: YrioAoyilel to checksum kat 1o mpooBetel
OTO OXETIKO TedLO TNC eTkEPaALOOC.

* MapaAnmTnc:
* YrtoAoyileL ek veéou to checksum kot To ocuykplvel pe TNV TN
TTOU UTTAPXEL OTO OXETIKO Tedlo

* (loobuvapa) ABpoileL oAa ta tedia TNG emikedpaAidac (kat to
checksum field) kot eAeyxel av to anoteAeopa iva O.



Checksum of IP header

0 4 8 16 19 31
Version E:ﬁg;’ Service Type Total Length
|dentification Flags Fragment Offset
TTL Protocol = Header Checksum!

_________________________________

Source IP Addr
Destination |IP Addr

Options Padding

* To IP header checksum ?\augava urtoyn povo ta Bytes tng
eTUKEPaALdaG. To TURHA SEOOUEVWY (TTOU OUCLAOTIKA
nepthapPBavet eva TCP ) UDP segment xeL Eexwploto —
aveEAPTNTO- HNXAVLIOUO uTtohoyLlopoL checksum (oto eminedo
netadpopag )



Napadewypa: Eotw n AndOeioa IP header
4500 003c 1c46 4000 4006 ble6 acl@ 0a63 acld Gadc

-
0 4 8 16 19 31

KaBe dekaeledko Pndio aviiotolyel og eva 4-prto Suadiko aplBuo
1t.X. source IP address a c.1 0.0 a.6 3=
1010 1100.0001 0000.0000 1010.01100011=172.16.10.99

EAM/NAH22/AOH.3/5n
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AvaAuon IP header (yia to mapadeyua)

* H mponyoupevn enikedpoaAida (hexadecimal)
4500 003c 1c46 4000 4006 bleb6 aclO ©a63 aclo ©adc

‘45"
e 4" ->|P version, ’5' ->header length. MéyeBoc header 5x4=20 bytes.
00’ : type of service / normal operation.

’003c’ : ZuvoAwko pnkog IP datagram.

e Ytnv nepimtwon tou napadeiyparog eival 60 bytes
(003 c=0x16%+0 x 163+3 x 16+c x 16°=48+12=60)

’1c46’ : identification field.

4000’ avtiotolyel o€ 2 bytes (16 bits) yia tn dtadikacia fragmentation.
e 3 bits ywa flags ko 13 bits yia fragment offset.

'4006':
e 40’ -> TTL field, '06’ -> protocol field of the IP header (06->TCP).
‘ble6’ : checksum UTTOAOYLOMEVO QIO TOV AIMOCGTOAEQL

‘ac100a63’ : IP address armootoAca

’ac100a0c’ : IP address mapaAnmrn.



IP header checksum -mtapadewyua

Biua lo

e Anuloupyia ypappuwyv mou amotedovvtal ano 4 1656wka ndla (‘nion’
ypoppun tou IP header-2 duadika bytes)

* Metatpornn hex -> binary (kaBg 1661k0 Yndlo peTaTpENETAL OTOV
avtiotolyo 4-urmnito duadiko)

45680 -> 0100810160080006
@@3Cc -> Q0PPERPRER1111006
1cd6 -> eeellleeeleeelle
4000 -> 0100000000000000
4086 -> 010006000001 16
Beee -> DROORERBBOREBBEE To checksum mebdio tiBetal ico pe 0
acle -> 1elelleeeeplone
@a63 -> @eeeleleelleesll
acle -> 18l18l1l1e0edeladbe
@a@c -> QePeloleerrellee



BApa 20

TeAwka
KPOTOUMEVA

ABpolon OAWV TwV YPAULUWVY
,1/ LLE KPOTOUEVA

AYiay XY xrxx

0%000%0£00000000:
00000000002 ¥2¥00
000¥¥¥000Y000X X0
0%00000000000000:
0100000000000 X0
0000000000000000:
10X0¥X00000%0000

000020%00¥¥00011
10£0,210000010000
0000101000002100
110100111000010111:

_________________________________________________

EAM/MAH22/A0H.3/5n
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BApa 30
ABpoLon Twv TEALKWV KPATOULEVWV OTO QTMOTEAECUA

Ev8Lapeco 1’ TeAkd

OLTLOTEAECLOL TTPONYOULEVNG Kpatoupeva

ditadaveiac 1 1/ /1/ 1/ TLPONYOUMEVNG
dwadaveiag

01001110000104 71

0100111000011001 € TeAhxko anotéAecpa

ZUMITANPpWHA WG TtPOC 1 TOU TEALKOU OIMOTEAECHATOC

¥
1011000111100110 = checksum
b 1 e 6 ¢ Metatponi o Sekaeadikd

0 4 8 16 19 31
Version }eader service Type Total Length 2Uykplon pe to checksum mou
Identification rlzlliigf._!:_régr.n_eln_t.?f.ff(.at. ble6 gixe npoat‘}’éoa ? QTTOOTOAENC

TTL | Protocol | { Header Checksum OTO OYETIKO NTedio.

Source IP Addr Eivatl ioa, apa oto header 6ev

Destination IP Addr
Options Padding

QVIXVEUETOL OQaAua



Encapsulation of TCP
Segment in IP Datagram

32 bits
|

Version AT Type of service Datagram length (bytes)
length
16-bit Identifier Flags 13-bit Fragmentation offset
. . Upper-layer
Time-to-live protocol Header checksum

32-bit Source IP address

32-bit Destination IP address

Options (if any)

Data

IP Datagram

EAN/NAH22/AGH.3/5n

20 IP header bits

—

32 bits
|

—

Source port # Dest port #

Sequence number

Acknowledgment number

Header

U¥ T2 . .
length Unused g g oe % Receive window

Internet checksum Urgent data pointer

Options

Data

YiZ:ppHcannLayer

Message

83
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TCP Segment

30 TCP
header
bits



IP Fragmentation

Fragmentation:
In: one large datagram (4,000 bytes)
Out: 3 smaller datagrams

Reassembly:
In: 3 smaller datagrams
Out: one large datagram (4,000 bytes)

EAM/MAH22/AGH.3/5n
053/29.04.2017/N.Anuntpiov
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Fragmentation Example

* A datagram of 4,000 bytes (20 bytes of IP header plus 3,980 bytes of IP
|i)a5yol%at<)j) arrives at a router and must be forwarded to a link with an MTU of
, ytes.

 The 3,980 data bytes in the original datagram must be allocated to three
separate fragments

e Suppose that the original datagram is stamped with an identification
number of 777.

* The amount of original payload data in all but the last fragment is a
rrr\]ultili)le of 8 bytes, and the offset value is specified in units of 8-byte
chunks.

Fragment Bytes D Offset Flog
Istfragment 1,480 byfes in identification = 777 offset = 0 (meaning the dato flig = 1 (meaning
the data field of should be inserted beginning there is more)
the IP datagram at byte 0)
Ind frogment 1,480 bytes idenfificotion = 777 offset = 185 (meaning the data flag = 1 (meaning
of data should be inserfed beginning af byte  there is more)
1,480. Note that 185 - 8 = 1,480)
3rd fragment 1,020 bytes identificaion = 777 offset = 370 (meaning the data flag = 0 (meaning this
(= 3,980-1,480~1,480) should be inserted beginning af byte s the lost fragment)
of dafa 2,960. Note that 370 - 8 = 2,960)

EAN/NAH22/AGH.3/5n
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32 bits
I

Version T::;tir Type of service Datagram length (bytes)
16-bit Identifier Flags 13-bit Fragmentation offset
Time-to-live UEE;;E:TIH Heade) Checksum
32-bit Source IP addre
EAM/MAH22/ABH.3/5n 32-bit Destination IP add
053/29.04.2017/N.Anuntpiou
Options (if any)
Data
Fragment Bytes ID Offset Flog
Istfragment 1,480 bytes in identificaion = 777 offset = 0 (meaning the dato flag = 1 (meaning
the data field of should be inserted beginning there is more)
the IP datogram at byte 0)
2nd frogment 1,480 bytes identificafion = 777 offset = 185 (meaning the data flag = 1 (meaning
of dato should be inserted beginning at byte ~ there is more)
1,480. Note that 185 - 8 = 1,480)
3rd fragment 1,020 bytes identificaion = 777 offset = 370 (meaning the data flag = 0 (meaning this
(= 3,980-1,480-1,480) should be inserfed beginning af byte s the lost fragment)

of dato 2,960. Note that 370 - 8 = 2,960) 86
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4,000 bajteﬁs (2420 dodot + 0 outes header)

Dt exgrom
UTu = 100 Rytes
TUW
AOO®> M\_ ¥GV§ “{'8@
FVQSW\ eaval! e &G | 00
OO'&O - R E B Sl -
\. \ D 8 ><8+ Q\O V8o Q?ggﬁ}rf@

- ¥
g 4 F\(ag‘m% ) _ 1090 < MTU-RO0
- 14830=1 iy
Remarmh J | 430 D?f’ 3
f ok L 08O + RO 71040 yres 310
_:,.)“5 rchm
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e Ocpata: ARP description, ARP examples

* Aeite TIC MapaKkATwW OLAPAVELEC TOU
PLH22 OSS5 2016.pdf :

155,156,157,159,160



Address Resolution Protocol (ARP)

* Both types of addresses:

* network-layer addresses (for example, Internet IP addresses)

* link-layer addresses (that is, MAC addresses), there is a need
to translate

 ARP resolves an IP address to a MAC address
* it

* Analogous to DNS, which resolves host names to IP
addresses.

* However DNS resolves host names for hosts anywhere
in the Internet, whereas ARP resolves IP addresses only
for hosts and router interfaces on the same subnet.



How it works

e Each host and router has an ARP table in its
memory:
e contains mappings of IP addresses to MAC addresses.

* also contains a time-to-live (TTL) value, which indicates
when each mapping will be deleted from the table.

* typical expiration time for an entry: 20 minutes

IP Address MAC Address L

222.222.222.771 88-82-2F-54-1A0F 13:45:00
222.222.222.773 5(-66-AB-90-75-B1 13:52:00




ARP protocol operation

e Suppose host wants to send a datagram that is IP addressed to
another host or router on that subnet.

* The sending host needs to obtain the MAC address of the
destination given the IP address.

. Igl’ghe sender’s ARP table has an entry for the destination node,

* If the ARP table doesn’t currently have an entry for the
dg(sjtination the sender uses the ARP protocol to resolve the
address:

1. The sender constructs a special ARP query packet.

= This packet includes sender IP and MAC addresses, IP address of the
destination node and a broadcast MAC address FF-FF-FF-FF-FF-FF.

2. All nodes in the subnet receive the ARP query packet and check
their ARP tables.

3. If a match is found, an ARP repgl packet with the requested MAC
address is sent back to the sender to update its own ARP table




ARP protocol operation (1)

74-29-9C-E8-FF-55 88-B2-2F-54—1A~0F
/ \
/ \
IP:111.111.111.111 IP:111.111.111.110 1P:222.222.222.221
E6-E9-00-17-BB-4B
>% \ > ). ><
CC—-49-DE-DO-AB-7D X 49-BD-D2-C7-56-2A
, 1A-23-F9-CD-06-9B \
\I
" ﬂ 1P:222.222.222.222

/
/ 1P:222.222.222.220
IP:111.111.111.112 N

host 111.111.111.111 wants to send an IP datagram to a host 222.222.222.222.

= What MAC address should the adapter use?

= |f it uses directly 49-BD-D2-C7-56-2A,
= none of the adapters on Subnet 1 would pass the IP datagram up to its network
layer, (the frame’s destination MAC address would not match the MAC address of any
adapter on Subnet 1).

= Solution: the appropriate MAC address for the frame is the address of the adapter for

router interface 111.111.111.110, namely, E6-E9-00-17-BB-4B (obtained via ARP).

EAN/NAH22/AGH.3/5n
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OEMA 1 rE4/1314

Z10y0C TS doKNONS civar 1) eCotkeiwon ue Tig teyvoloyics Ethernet kar TCP/IP

MceBodoioyia Acrnong: Qo mpémet Vo, HEASTIOETE TIC LDUEVES EVOEIKTIKES O.OKIOEIS GYETIKC. LUE
Hub, Bridge, Switching ka1 IP Forwarding, ARP

2. AIVeTU1 TO OIKTLO TOV TUPUKATM GYIIOTOS ‘

11 11 |
43 13200 2 oS %07 o —fl=1%03400 >

H1 H2

No Bempioete TIC TUPUKAT® £YYPAGES GTO KABE EVA OPOLLOAOYNTY.

Host/Router [P Aevbuvon MAC Atevbovon

H1 143.132.0.1 001

Interface 1 of R1 143.132.90.2 002

Interface 2 of R1 198.90.56.1 00002

Interface 1 of R2 198.90.56.2 00004

Interface 2 of R2 202.78.23.1 3

Interface 1 of R3 202.78.23.2 05

Interface 2 of R3 190.34.0.1 0004

H2 190.34.0.2 0005

Na deifete To medio mov petafailovion kadde EvoERGKEYS HerdsiBetdrund To H1 mpog to H2

96



* Metadoon H1 - R1 (aAAalouv povo ot MAC
StevBuvoelc)

14313200

Ilr I,

MAC Source Addr.

"n__ 12

ource |P Addr Destination IP Ad

11 12

- =T =T
. 20276230 189023400
PO Cenpuyy REeps

DATA

001 002 143.132.0.1 | 190.34.0.2 DATA
Host/Router IP address MAC address
H1 143.132.0.1 001
Interface 1 of R1 [143.132.90.2 002
Interface 2 of R1 [198.90.56.1 00002
Interface 1 of R2 [198.90.56.2 00004
Interface 2 of R2 [202.78.23.1 03
Interface 1 of R3 [ 202.78.23.2 05
Interface 2 of R3 [190.34.0.1 0004 A
H2 190.34.0.2 0005 055/29.04.2017/N.Anuntpiou
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 Metadoon R1 - R2

14313200

Ilr I,

"n__ 12

11 12

- =T =T
. 20276230 189023400
Gt Cenpuysy REEeps

Dest. Addr  Source |IP Addr  Destination ddr DATA

00002 00004 143.132.0.1 190.34.0.2 DATA
Host/Router IP address MAC address
H1 143.132.0.1 001
Interface 1 of R1 [143.132.90.2 002
Interface 2 of R1 [198.90.56.1 00002
Interface 1 of R2 [198.90.56.2 00004
Interface 2 of R2 [202.78.23.1 03
Interface 1 of R3 [ 202.78.23.2 05
Interface 2 of R3 [190.34.0.1 0004 A
H2 190.34.0.2 0005 055/29.04.2017/N.Anuntpiou
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 Metadoon R2 - R3

14313200
f

S

"n__ 12

190.34.0.0

MAC Dest. Addr  Soutce IP Addr  Destination IP Addr DATA

03 05 143.132.0.1 190.34.0.2 DATA
Host/Router IP address MAC address
H1 143.132.0.1 001
Interface 1 of R1 [143.132.90.2 002
Interface 2 of R1 [198.90.56.1 00002
Interface 1 of R2 [198.90.56.2 00004
Interface 2 of R2 [202.78.23.1 03
Interface 1 of R3 [ 202.78.23.2 05
Interface 2 of R3 [190.34.0.1 0004 A
H2 190.34.0.2 0005 055/29.04.2017/N.Anuntpiou
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* Metadoon R3 - H2

gy 12 T T
JTaBA3200 90560 202.78.23.0 190.34.0.0
Ilr I ™
H1
MAC Source Addr. MAC Dest. Addr—~Source IP Addr  Destinatio ddr DATA
0004 0005 143132011 190.34.0.2 DATA
Host/Router IP address MAC address
H1 143.132.0.1 001
Interface 1 of R1 [143.132.90.2 002
Interface 2 of R1 [198.90.56.1 00002
Interface 1 of R2 [198.90.56.2 00004
Interface 2 of R2 [202.78.23.1 03
Interface 1 of R3 [ 202.78.23.2 05
Interface 2 of R3 [190.34.0.1 0004 A
H2 190.34.0.2 0005 055/29.04.2017/N.Anuntpiou

100



2>UVOUQOTIKN Aoknon



OEMA 2 FE5/ 2015-16

ZTOyog TS AGKNONG €ivail 1] ECOIKEIMAN UUE TIS EVVOIES OIKTOMONS Kail 01evBva1000ToHS.

Lyenikés aokijoers: [E4/1314/01, T'E4/1314/03, TE4/1314/04.

A. Anavote e ZooT0/AdHOC 6TIC TOPUKAT® EPMTIGELS CITIOAOYMOVTOS TV ATUVTIGT) GUd:
1. Otov évog emavaATTNG EXEL OE00LEVE TPOS LLETUOOGT). TEPILEVEL LLEYPL TO KUVAAL VL gival
KEVO.

2. Otov [ YEQUPO GTEAVEL EVU TUKETO TPOC TOV TEAKO TOV TPOOPIGLLO, TPETEL Vo faAiel GTO
naketo cav MAC devbovan npoopioiov v MAC 61e06vvern) Tov emolevou Koppov.

3. YnoBeote ot1 0 H'Y A atéhver IP mokéto otov H'Y B ligcm e yepupag Z, Kol 0Tt Kol ot
TPELC GLGKEVEC PpIGKOVTIUL GTO 1010 amAd YeQLp@EVO dikTvo. H MAC d12060ven TpoopiGov
GTO TUKETO MOV GTEAVETO amd Tov A Bu gival 11 MAC d1e06vven TpoopiGov tov Z.

4. Te evo OIKTLO L€ YEQLPES KU1 TOTIKA STKTLO, OOV LIUPYOVV EVUAAUKTIKES O1UOPOLLES, OEV
LLTOPOVLLE VO £YYONBOLLE OTL TU TUKETU B TPomBOVVTOL GE GEPd.

5. Ot yepupeg oev ypnciponotovy v IP 61evb6uven yuo va garoucicovy mov Ba GTeilovy eva
TOKETO.

6. Av o H'Y A oto EAII 6¢Aet va ateirer eva IP naxeto oe H'Y B oto [Tavemot)uo Aryaiov
ko1 0 ARP wivokog eival aégoc, 10te 0 A otedvel ARP request via va mpocoopicet v IP
O1E0BLVGY] TOL GLVOPLEKOV OPOLLOAOYNTY.

7. Otov Eva opoporoynTic mov cuvoeel ovo Ethernet topeic mpowbet éva IP muketo and tov
£VO TOUEU GTOV GALO, 0V aaralel Tnv IP dievbuven mpoopiclod.

8. Xe 101OTIKO SIKTVO |l TOAAOVC SPOLLOAOYNTES, 1] GEPA GTNV TPOMONGT] TUKETOV VUL
EYYUNUEVT] LLE TNV ¥p1ion Tov mediov TTL.

9. Otav &vac SpopoAoyN TS HETASD V0 TOMIKAOV SIKTLOV TPOmOEl £va TOKETO OO TO &vd
TOMIKO OTKTLO GTO 0AAO, dev petufairetl v MAC d1evBvven TpoopiGLLov.

10. Eivatl duvatov TOKETU vo 001yNBovV Vo KUKAOQOPOLV UEVUCD GTO OIKTLO OV LTAPYOoUV
GOOALATU GE TIVOKES TPOMBNGIS SPOLLOAOYITOV.

EAN/MAH22/AGH.3/5n
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Otov évug emaVOATTNG £YEL OEOOUEVA TPOS LETAOOGT). TEPIUEVEL LLEYPL TO KUVAAL VO £fvat KEVO.

Anavmyon: AdBoc. O emovoAnTG amAd eravorapavel To SeG0UEVE, UKONO KU1 OV TPOKUAEGEL GUYKPOVOT).

Otav 1o yeQupa GTEAVEL EVO TOKETO TPOS TOV TEAMKO TOL TPOOPIGHO, Tpénet va fdiet 610 mokéTo cov MAC
devfoven wpoopiolov v MAC dedBoven tov emdpievov kopov.
Anavrnen: AdBoc. H yéovpa dev arrdlel Tic MAC devBoveers.

Yrobéote ott 0 H/'Y A otéhver IP moxéro otov H/Y B péco g véoupag Z, Kot 0T KUl Ol TPEIS GUGKEDES
Bpilokovtal 610 1610 amhd yeovpouévo diktvo. H MAC §1208vven mpoopioLod 6To TUKETO MOV GTEAVETUL Ul
tov A Ba efvar 1 MAC Sievboven apoopialiod tov Z.

Anavrnen: AdBog. Ot yéoupes elvol ddgaves cuckevés oto Ethernet.

Te éva ofkTvo e YEQUpES Kol TOMKG SIKTLO, OTOL LTAPYOVV EVOAMUKTIKES S10OPONES, OV ITOPOVLLE VO,
gyyonovye 6Tt TU TOKETA O TPOMOOUVTIUL G GelPd.

Anavinen: AdOos. H do&n oe cepd sivon eyyonuévn kobott viomoteital o adydpiOpog tou dévépov
EMUKIALYN S, OMOTE 1) TOMOAQYIU KATUANYEL O €V GEVOPO.

Ot yéoupeg dev ypnoiponoovv v IP dievfuven yia vo ano@acicouy mov 6u 6Teilovy éva TUKETO.
Anavmon: Zoeto. O yépupeg dev Kottdve TANpoQopia und To eminedo 3.

Av o H'Y A oto EAII 6éhe1 vu oteiher éva IP nukéto 6e H/'Y B oto [Tovemotipuio Aryaiov ka1 o ARP mivoxog
glvar doswoc, tote 0 A otéhvel ARP request yww va mpocolopicel v IP diedBuven 1oL GLUVOPLUKOD
dpoporoynt.

Anavmon: AdBoc. To pijvopo ARP request ypnooroteiton yie va pocdiopietel 1 MAC dievfoven tov
GLVOPLUKOV GPOLLOAOYTTY).

Ortav éva dpouoroynTi)g mov cuvoeel dvo Ethernet topelc npombel éva IP mokéto amd Tov &va TOUEN GTOV
GAro. dev aAralel v IP dievBvven TpoopiaLion.
Amavtel): ZoeTto.

Ze 1010TIKO SIKTLO |1 TOAAOVC OPOLLOADYNTEC. 1] GEPU GTIV TPOMBNGT TUKETOV EIVUL EYYLTLLEVT] LLE TNV YP1IOT
tov mediov TTL.
Amavmen: AdBog. To IP dev eyyudtol OT1 TOKETH TPOMBOVVTAL GE GEIPA.

Otav £voc OpolloAoyNTIC HETUED 600 TOMKOV SIKTVMV TPomOEl £va TOKETO OTO TO £VO TOMKO OiKTLO GTO
dhro, 6ev petafdrier tnv MAC $1e00vven TpoopiGlo.
Amavrnen: Adaboc.

Eivol duvatdv moketa va 0dnyntodv vo KuKAOQOPOUV 0EVAd GTO HIKTLO UV LITEPYOVV GOUALUTU GE TIVUKEC
TPOMBNGN S SPOLLOAOYNTAV.

Anavmen: AaBoc. Ta moxéta amoppintovtal otav 1o tedio TTL yiver 1.

EAN/NAH22/AGH.3/5n
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